APPROVED FOR RELEASE 
DATE: AUG 2001 


(b)(3) 


PROTECTING CLASSIFIED INTELLIGENCE INFORMATION-- 
AN HISTORICAL REVIEW AND SOME RECOMMENDATIONS 


JOHN D. MORRISON, JR. 
Assistant General Counsel 
October, 1966 


T* 

XI 


HS/'HC- gy/f 



4 


APPROVED FOR RELEASE 
DATE: AUG 2001 


CONTENTS 


Introduction 

The Espionage Laws — An Incomplete 
Structure 

The British Official Secrets Acts 

Intelligence Sources and Methods 

The Judicial View of Intelligence 

Judicial Access to Sensitive Data 

Judicial Evaluation of Sensitive Data 

Some Proposals for Protecting Intelligence 
Information from Unauthorized Disclosure 

A Legislative Proposal 


Page 1 


4 

7 

10 

12 

17 

18 

20 


ATTACHMENTS 


Explanation of a Proposed Law for the 
Protection of Intelligence Data 

A Proposed Law -- "Protection of 
Intelligence Data" 

Monograph -- "The Espionage Laws". 

Memorandum -- "The Use of Civil and 
-Reputable Remedies in Protecting 
Government Secrets" 

Memorandum — "AEC Experience with the 
Use of Restricted Data in Criminal 
Proceedings" 

Principal Statutes Utilized in Protecting 
State Secrets -- Annotated 


Annex A 


B 


C 

D 


The Totten Doctrine: Four Case; 


APPROVED FOR RELEASE 
DATE: AUG 2001 


INTRODUCTION 

The unauthorized exposure of classified information is a 
chronic problem for governments and intelligence agencies. 

Defense against the conscious agent of a foreign power is 
different from, and in some ways less difficult than, deterring 
revelations caused by carelessness, malice or greed on the part 
of government employees. The problem is particularly acute in a 
democratic society whose laws and courts must provide broad 
protection to criminal defendant s, The difficulty of prosecution 
under the espionage' law s and related statutes weakens the 
deterrence provided by such laws. This is especially true -in cases 
involving disaffected or careless employees of intelligence agencies 
whose defenses usually include strong equitable pleas which may 
excite a sympathetic public response. 

No legislation or administrative procedure can offer perfect 
protection. It is submitted, however, that both our laws and admin- 
istrative procedures can be improved so as to provide more effective 
deterrence. Some specific recommendations to this end follow. 
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THE ESPIONAGE LAWS -- An Incomplete Structure 

A review of American legislation in the field of criminal espionage^ 
shows that historically there has been limited legislative effort directed to 
the protection of intelligence data* As a result there is a startling lack o£ 
protection for a governmental function of growing importance and sensitiv- 
ity. Perhaps the need for laws protecting intelligence data has reached 
significant proportions only in the relatively recent past. 

The changes, technological and otherwise, in the manner in which 
nations oeal with each other have caused some improvements in legislation 
dealing with the protection oi state secrets* The espionage laws^ provide 
the basic statutory protection to the Government against the taking and use 
oi defense information by those whose interests are inimical to the national 
security or the country. Diplomatic communications have traditionally 
been protected. As early as 1807, the Supreme Court suggested that the 
legislature recognize and provide against crimes affegting the national 


1 See Monograph n The Espionage Laws, " M* Co Miskovsky, 
Office of General Counsel, CIA, 1961. 

2 18 USC §§791-798 
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security which n have not ripened into treason. 11 It was not until 1911, 
however, that Congress passed the first important statute which dealt with 
the broad problem of espionage* The language of the 1911 Act was amend- 
ed in 1917 to read much as it does today. More recently Congressional 
attention has been focused--with enactment of appropriate legislation- -on 

the problems involved in protecting atomic energy data^ and communica- 

5 6 

tions intelligence. The Internal Security Act of 1950, made it unlawful 

for a government employee merely to communicate classified information 

to £ known representative of a foreign government* However, the 

espionage laws are still the principal statutory protection against unauthor 

ized disclosure of intelligence materials and information. No legislation 

has yet been enacted to cover the new problems arising out of the chronic 

n cold war” status of international relations and the consequent need for a 


3 

Ex parte Bollman and Ex parte Swartwout, 4 Cranch 75, 127, 
2 L # Ed. 554, 571 (1807). 

4 42 USC 12271 et seq. 

• 3 4 5 6 IS USC §798 

6 50 USC 1783 (b) 

^ See Scarbeck v« U. S. 317 F. 2d 546, cert, denied, 83 S. Ct. 
1897 (1963). 
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sophisticated, professional intelligence apparatus as an arm of the 
executive. The wartime concept of the military secret does not fit 
intelligence data, the extreme sensitivity of which is often not readily 
apparent, anci trie revelation, of which may have the most damaging offoefc 
on the national security. 

The proposal for new legislation to establish a category of 
M Intelligence Data” to be given judicial notice as such, by virtue of 
official designation, is designed to solve.a vexatious and recurring 
jSroDlem for which there is no known cure in existing laws relating to 
national security. That problem is the immunity enjoyed by persons 
exposing sensitive information in those instances where the information 
cannot, for practical reasons be brought into the open for the purpose 
of a court proceeding. 

THE BRITISH OFFICIAL SECRET S ACTS 

It has often been suggested that if legislation is needed in this 
area, tne Oificxal Secrets Acts offer a good example to be followed 
through enactment of similar statutes to protect Intelligence Data or 
by amending our espionage laws to give the broader protection offered 

by those A ct s 0 It is not commonly understood that the British acts are 

( 

based on a different theory from that of our espionage acts. Under our 
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system tiie information involved must be shown to be related to the 
national defense ana security either by specific demonstration or as 
coming wicnin the aeiimtions of a statute as in the cases of the commu- 
nications intelligence and Atomic Energy provisions. The British acts 
are based on the theory of privilege, i. e, , that all official information, 
whether or not related to the national defense and security, is the pro- 
perty of the crown. It is, therefore, privileged as to those who receive 
officially so mat they may not divulge it without the crown* s authority. 
Since this privilege is theoretically unlimited in scope, action in the 

* 

ox <3.n unsonnorized disclosure involves two problems for tbe 
Attorney General. The first is considered a political one as to whether 
i,he nature of the disclosure is such that prosecution should be sought; 
tne second is a legal one as to whether prosecution is feasible. If 
piosecuuon is decided upon, several consequences flow from the basic 
theory ot privilege. Portions ox the trial can be held in camera if the 
court agrees. This would not be possible under our constitution. "While 
certain procedural aspects can be considered in camera in this country, 
no part of the actual trial could be heard privately. In Britain certain 
presumptions may apply. For instance, if the defendant is known to 
have possession of privileged information and to have been in the com- 
pany of a known foreign espionage agent, there is a presumption that 
tne inxormation was passed. This is rebuttable but our Supreme Court 
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opinions indicate that such a presumption would not be permissible 
here. Most important, in the English system it is not necessary to 
prove that any one item of information relates to the national defense 
and security. A good example is the so-called ISIS case in which two 
Oxford students published in their college magazine, ISIS, the story 
of their experiences in the Navy, including technical intelligence 
operations in the Baltic. The prosecution merely testified that the 
article contained information which they had acquired in their official 
service and it was, therefore, privileged. After the verdict of guilty, 
'the prosecution approached the court alone without presence of defend- 
ants or defense counsel and briefed the court on the significance to the 
Government of the items of information. This was solely for the pur- 
pose of informing the court in connection with the sentence. Again 
we believe such a briefing would be held error under our system. ^ 

In the case of the RAF officer, Wraight, who defected to Russia and 
then returned, a Government witness who interviewed him for the 
security services was allowed to testify, without publicly identifying 
himself. His name was handed in writing to the court. Possibly this 
could be done here if the defense agreed to it, but it seems clear it 
could not be done over the defense's objection. 


_Jencks v. U. S. 353 (J. S. 657, 668 (1957). But see nost 
Jencks Statute 18 USC 13500(c) permitting in camera examination 
for relevancy and editing of pre-trial reports of Government witnesses 
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In short the Official Secrets Acts would seem to be, in 
important respects, unconstitutional in this country and therefore 
cannot be relied upon as examples of means to accomplish our 
purpose of protecting intelligence data. 

INTELLIGENCE SOURCES AND METHODS 

The statutory authority and responsibility of the Director of 
Central Intelligence are set forth in section 102(d) of the National 

a S7 q?s 

Security Act of 1947, arr. aiYtteda «&3-» Statu 28b, 50 U SC §403. That 

* 

Act states, inter alia, "And provided further, That the Director of 
Central Intelligence shall be responsible for protecting intelligence 
sources and methods from unauthorized disclosure; . „ . 0 " 

The use of the term "intelligence sources and methods" indicates 
the recognition by the Congress of the existence of a special kind of 


data encompassing a great deal more than the usual terminology 
"classified information* " The espionage laws and the statutes designed 
to protect communications and atomic secrets specify In great detail 


the kinds of secret 
do not envision the 
"Intelligence Data,, 
national interests* 


information and data protected* Nevertheless, they 
protection of everything that might be defined as 
" the exposure of which could be detrimental to the 
For example, knowing the identities of certain 


"7 
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CIA employee s Ox tiie fact tnat the agency is making a study of parti- 
cular published unclassified information might be of great value to 
a foreign intelligence agency. However, there is some question as 
to whether such information would be considered by a court to be 
included among the things protected by existing statutes,. 

The Congress has recognized and implemented the Directors 
responsibility to protect intelligence sources and methods by enact- 
mem Oi a number of special authorities for the Agency and a number 
Ox exemptions from certain legal requirements which have general 
throughout the Government, Section 6 of the Central 
Intelligence Agency Act of 1949, as amended, 63 St at* 50 USC 

§403g, provides that in order further to implement the proviso of the 
National Security Act that the Director of Central Intelligence shall be 
responsiole for protecting intelligence sources and methods from un- 
cuithorxzea disclosure, 11 • „ „rhe Agency shall be exempted from the 
provisions ot Sections 1 and 2, Chapter 795 of the Act of August 28, 1935 
(^9 S^at, 95o, 957; o USC So54), and the provisions of any other law which 
require the puolication or disclosure of the organization, functions, 
names, ouicial titles, salaries, or numbers of personnel employed 
by me Agency: Pronged, Tnat in furtherance of this section, the 

Director of the Bureau of the Budget shall make no reoorts to the 
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Congress in connection with the Agency under Section 607, Title VI, 
Chapter 212 ox the Act of June 30, 1945, as amended (5 USC §947(b})." 

Similarily the Agency is authorized by the Central Intelligence 
Agency Act to expend the funds made available to it for objects of a 
confidential, extraordinary, or emergency nature, such expenditures 
to be accounted xor solely on the certificate of the Director. The Act 
also exempts the Agency from statutory requirements regarding the 
exchange of funds, the performance rating of employees, the publi- 
cation ox the organization, functions, names, official titles, salaries, 
or numbers of personnel employed by the Agency and from laws and 
executive orders governing appeals from adverse personnel actions. 

Congress has charged the Director of Central Intelligence with 
protecting intelligence sources and methods from unauthorized disclos- 
ure, has recognized that the term "intelligence sources and methods" 
encompasses an area not entirely covered in other statutes and has 
recognized and affirmed the need for such protection by providing 
statutory authority for that purpose. The void in the statutory structure 
designed to permit protection of intelligence sources and methods is 
the absence of sanctions which can be invoked to prevent or punish 
unauthorized disclosures without disclosing the very sources and 
methods sought to be orotected. 
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iHji, JUDICIAL, VIEW OF INTELLIGENCE 
The courts have long recognized tha 


ciu g secret intelli P'ence 


activities of the executive branch are by their ver 
disclosure of which would be injurious to the publi 


very nature matters the 


public and vet which 


indispensable to the Government. 9 In the Totten case recovery .as 
sought under a secret contract with President Lincoln for espionaj 
activities behind enemy lines in the Civil War. The opinion of the 


Supreme Court stated: 10 "If 


upon contracts of such a nature an action 


. against the government could be maintained in the Court of Claims, 
whenever an agent should deem himself entitled to greater or different 


compensation than that awarded to him, the whole service in any case, 


ana tne manner of its discharge, with the details of the dealings with 


individuals and offi 


cers, might be exposed, to the serious detriment of 


tiie puolic. A secret service. 


with liability to publicity in this way would 


be impossible; and, as such services are sometimes indispensabb 
the Government, its agents in those services must look for their 


compensation to the contingent fund of the department employing them, 


Aten Vo UAL , 92 U. S. 105, 107 (1876). 


10 Id. at 106-107, 


-10 - 


APPROVED FOB RELEASE 
DATE: AUG 2001 


and to such allowance from it as those who dispense that fund may 
award. The secrecy which such contracts impose precludes any 
action for tneir eniorcement. The publicity produced by an action 
would it serf oe a breach oz a contract of that kind, and thus defeat 
a recovery. 

n It may be stated, as a general principle, that public policy 
xorbids the maintenance of any suit in a court of justice, the trial of 
which would inevitably lead to the disclosure of matters which the law 
itself regards as coniidential, and respecting which it will not let the 
conzidence oe violated. On this principle, suits cannot be maintained 
wnicn would require a disclosure of the confidences of the confessional, 
or uiose between husband or wife, or of communications by a client 
lo his counsel zor professional! advice, or of a patient to his physician 
for a similar purpose. Much greater reason exists for the applicati on 
of principle to cases oi com r act xor secret services with the 
Government, as the existence of a contract of that kind is itself a 
fact nor to be disclosed . 11 (Emphasis supplied.) 

ine lotren case marks the beginning of the juridical idea--a nd 
judicial cognizance of it- -that there is a kind of relationship to the 
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state which is confidential, beyond judicial inquiry, and involving a 
trust of such a nature that the courts cannot aid a breach of it, even 
m tneir solemn duty of administering justice. 11 A secret agent is 
almost non sm; he literally cannot maintain an action in the courts 
where his secret activities are germane to the case. 12 


•*<?> 


JUDICIAL, ACCESS TO SENSITIVE DATA 

Present espionage laws dealing with unlawful transmission or 
obtaining of information related to the national defense 13 have been 
inLi~xp_ eAu. as requiring prooj. of certain questions of fact in regard to 
wmcn evidence is for submission to the jury for consideration regard- 
ing weight and sufficiency. For instance, the information must in fact 


il c 

^ _ ^ ee Sterling Steel Co 0 v P Bethlehem S teel Co & , 199 

Fed, 3 d 3 (1912), in which the court struck documents from the record 


tary* 


on tne ground that it was against public policy to disclose rniif 
secrets. See cases cited in note 18. 

12 

pe Arnaud v, U, S. , 29 Ct. Cl. 555, 151 U. S. 483 (1894); 
£ -11 en v. U, S. 27 Ct. Cl. 89,(1892); Tucker v. U. S. 118 F. Suop. 371 
(1954). 

13 18 USC §§793, 794, and 798 
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be. related to the national defense and not generally available, 14 The 
courts have held that a jury cannot find on these facts unless it has 
available the information allegedly related to the national defense and 
hears testimony regarding its use, importance, exclusiveness, and 
value to a foreign government or its potential injury to the United ' 
States, Likewise, access must be had by the defendant in a crimi- 
nal proceeding since the information itself may tend to exculpate with 
respecc to dealings in that information, As Judge Learned Hand 
■said in U, S, v, Andolsche k, "The Government must choose; either it 
must leave the transactions in the obscurity from which a trial will 
draw them, or it must expose them fully, " ^ 

mis situation has left the Government in the oosition of ha vine/ 

x O 

to reveal in court the very information it is trying to keep secret or, 
in tne alternative, of not prosecuting those who steal information and 
pass it, to the injury of the nation* To invoke the law“s protection of 
the secret, the secret must be told,, 


U. S a , 


14 u « s ° 
312 U.S. 


v, Heine, '151 F, 2d 813, 
19, 28, 61 S, Ct. 429, 85 


816 (1945), citing Gorin v. 
L. Ed, 4S8 (1941), 


Gorm v, U, S, , 312 U, S. i9, 30-31, supra note 14, 

■j L 

U, S, V, Reynolds, 345 U.S, 1, 73 S.Ct, 538 (1953); 
J encks v, U, S. , supra note 8. 


142 F, 2d 503, 506 (1944) 
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Judicial experience with the privilege which protects military 
and state secrets has been limited in this country. 18 British experi- 
ence has been more extensive, but still relatively slight compared with 
other evidentiary privileges. 19 Nevertheless, it is' clear at least 

L ° m t ' ne C1Vl1 P rec ®dents that the court itself must determine whether 
me circumstances are appropriate for the claim of privilege 20 and 
yet go so without forcing a disclosure of the very thing the privilege 
is designed to protect. 21 The latter requirement is the real difficulty, 
in dealing with it, courts have found it helpful to draw upon judicial 


18 — 

^ _ bee Totten v. U.S., 93 U.S. 105, 23 L. Ed. 605 (1876); 

Sterling Steel Co, v. Bethleh em Steel Co., 1 99 Fed. 353 
(1912); -ollen v. Ford Instrument Co. , 26 F. Supo. 583 ( 1939 )- 
gresmer v. U.S.., 9F.R.D. 203 (1949). See also Bank Line v. 

°® F ’ Su PP- 587, 163 F. 2 d 133 (1947). 8 Wigm^re on Evidence 

,3d n^.) sec. 2212(a), p. 161, and sec. 2378(g) (5),pp. 785 etsec.; 

1 Greenieaf on Evidence (16th Ed. ) secs. 250-251; Sanford, Eviden- 
tiary Privileges Against the Production of Data Within the Control of 
-t.xecud.ve Departments, 3 Vanderbilt Daw Review 7 3-75 ( 1949 ). See 
also Tic on v. Emerson , 134N.Y.S. 2d 716, 206 Misc. 727 (1954). 

1 9 

xvios l of me nngiish precedents are reviewed in Duncan v 
Cam.rn.el, Laird & Co. , Ltd. . A.C. 624 (1942). ~ 


20 


Id. at 642, 


U.S. v. Reyno lds, 
Carame l, Laird & Co. , Ltd. , 
341 U.S. 479 (1951). 


supra note 16, 
supra note 19 , 


at 8 , citing Dunca n v. 
and Hoffman v. U.S. 
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experience in dealing with, an analoo'cu 


us privilege, the privilege 


against self -incrimination. 


ihe Supreme Court said in U.S. v. Reynolds. "The privilege 
against self -incrimination presented the courts with a similar sort of 
problem. Too much judicial inquiry into the claim of privilege would 
lores disclosure of the thing the privilege was meant to protect, while 
a complete abandonment of judicial control would lead to intolerable 
abuses. Indeed, in the earlier stages of judicial experience with the 
problem, both extremes were advocated, some saying that the bare 
assertion by the witness must be taken as conclusive, and others 
saying that the witness should be required to reveal the matter behind' 
his claim ox privilege to the judge for verification. Neither extreme 
prevailed, and a sound formula of compromise was developed. 

"Regardless of how it is articulated, some like formula of 
compromise must be applied here. Judicial control over the evidence 
m a case cannot be abdicated to the caprice of executive officers. Yet 
we will not go so far as to say that the court may automatically require 
a complete disclosure to the judge before the claim, of privilege will be 
accepted in any case. It may be possible to satisfy the court, from all 

f 

tne circumstances of the case, that there is a reasonable danger that 
compulsion of the evidence will expose military matters which, in the 


Supra note 16, at 8-10. 
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mte r e s t o 


1 national security, should not be divulged. Who: 


is tns case, tne oc cas ion for the o" 


ivneae is a 


s appropriate, anc 


cne court should not jeopardise the 


rrcy wine ii trie 


is meant to 


>tec~ oy insisting upon an examination of the evi- 


deuce, even by the judge alone, in chambers. n23 Of ecu 


Reynolds was a civil case, but th« 


e evidentiary ciiiiicuity 


cases is quite comparable. Thus, citing Reynolds, the Supreme 


Court stated in j* enchs v. 


U.S. : ^ ”Tt is uxique 


u vicai national interests may militate against public 


:i6sure of documents in the Goi 


vernment‘s possession 


oeen recognized in decisions of this Court in civil causes wb 
^ Q 1 ' — ■'* “ ^ tons ide a* e cl ^ne s catuto r y audio r ity c onfe rred up on t 


Lav/ for. . , use ... of th 


cords j paper s , apte rta inin p to his den a r * 


ment. The. A tt c i 


nas a. act 


"d ~ n Kaiser Aluminum &: Chemical Corn, y. U.S, 157 
h Supp . 9 3 9 (1958), the Court of Claims held that judicial exarnir 
Lon of a document for which executive privilege has been asserts 


should not be ordered without a defini 
indicating reasonable cause for reovn - 


ae unite snowing py piamti: 
requiring such a sub mis sic 


nu /A 9 , che executive determination wc 


reliminarv a,nd : ? the 


and agency most 


nee as ox government and most cognisant with (sic) the circumstai 


SarrO'Vnrn- :• (* < 


:o yield 


purr) less well eauinp 


note 3, at 670. 
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authority declaring ail Justice Department records confidential and 
that no disclosure* including disclosure in response to subpoena, 
may be made without his.permissic n* 

.but unis Court nas noticed, m U Q S 0 v» Reynolds, the holdings 
o-l me dourt of Appeals for Second Circuit that., in criminal causes 
• « e me Government can invoice its evidentiary privileges only at the 
price oi netting tne defendant go free* The rationale c£ the criminal 
cases is that, since the Government which prosecutes an accused also 
has the duty to see that justice is done, it is unconscionable to allow it 
lo unaer cane prosecution and then invoke its governmental privileges 
to deprive the accused of anything which might be material to his 
defense* * * 0 : 11 ^ 

Our of this evidentiary difficulty has come a sort of n graymaii, 1 
grounded on the immu'nity from prosecution (and often civil suit as 
well) enjoyed by the thief who limits his trade to information too 
sensitive to be revealed* 

JUDICIAL EVALUATION OF SENSITIVE DATA 

must be emphasized that undesired disclosure is only one 
difficulty of submission to the jury of intelligence data. There is 


r o , ^ •* 

The quoted material from the Reynolds case appears at 
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anomer great pro clem, the capability of the jiury to evaluate such 
data, oiten meaningful only in the context of ether sensitive informa- 
tion not otherwise bearing on the case and often of a complex and 
1 0 ymmcs-l nature., It can, ox course, be argxued that juries often 
have to grapple with technical facts in order to gain understanding 
ox their significance and that tne law provides, lor technical advice 
a.nd assistance in such instances in the form od expert witnesses* 

But in a case dealing with secret information* resort to these le^al 

O 

* 

devices merely increases the amount of sensitive data which must be 
shorn cu its usefulness oy disclosure, increasing the Governments 
reluctance lo prosecute anci ; within the area due scribed, thwarting 
Congressional intent as expressed in legislation. 

SOME PROPOSALS FOR PROTECTING INTELLIGENCE 
INFORMATION FROM UNAUTHORIZED DISCLOSURE 

The courts have recognized that intelligence activities are 
comiaential per se and not subject to judicial inquiry. Congress, 
in tne National Security Act, has charged the Director of Central 
Intelligence with the protection of intelligence sources and methods 


2 6 

Compare the holding in the Kaiser case, supra note 23, 
on the competence of the court to evaluate the contents of a docu- 
ment for which there has been a claim of executive orivilec'e. 
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and has given him certain 


6- -im certain statutory authority and exemptions to 
assis, mrn m meeting this obligation. Yet often he cannot use the 
espionage laws and related statutes, otherwise invaluable aids to 
fuelling mat caity, m those instances where the offense represents 
the greatest potential threat to the public welfare. 

There are three steps which would go far towards solving 

o 

the problems which still exist in this ares. Two of them would seem 

to require new legislation and the third might be accomplished by 

regulation under the Directors exisT'i-r 

eXt ““ a a authority. First would be 

a criminal sgncute definin'-'-^ the i - n , ^rw — a._* _ u , 

° mo Luoimaiion to oe protected and uro- 

viding punishment for exposure. Second, this statute would include 
injunctive authority because prevention of exposure is of more-con- 
cern than punishment for violation and in many cases the injunction 
might provide greater deterrence than the penal provisions for 
violation, m addition, provision might be made for forfeiture of 
retirement benefits by persons convicted under the Act. Precedent 
for this exists in 5 USC §8312, the so-called "Kiss Act." Third a 


First would b< 


rp i - i 

-h •‘■■U v~wj ci 


** ^ qui h Gin e: rib dv tn c H) its cto t *■ ~ 11 

' tnat dU employees, ao*ent q 0 

x j ^ ^ ^ y Lonsu*i,aiioS 

and others entering into a relationship with the Agency giving them. 
P-uiVi-y to intelligence data agree in writing to assign. to the Agency 


APPROVED FOR RELEASE 
DATE: AUG 2001 


•eerru 


all rights in anything published by them based on information 
received in the course of their official duties. 27 Such an agrc 
and appropriate regulations governing the dissemination of intelli- 
gence data could in themselves serve as a basis for injunctive 
xenex apart from or as an alternative to the statutory provision 
lor an injunction to prevent the criminal act of exposure. 

A LEGISLATIVE PROPOSAL 

As we have seen there is a serious gap in the laws protect- 
ing intelligence information. It is obvious that in the orotection 


ol 


classified imormation from unauthorized disclosure prosecution 
under the Espionage Act must be limited to those cases where the 
evidence on intent is clear and the divulging of the information in 
ah open court is not detrimental. Enactment of a criminal statute 
similar to tne proposal appearing at Annex A is suggested as a 
remedy. 


* 


' For a discussion of 
ana other civil remedies, see r 
Equitable Kennedies in Protect! 
Ox General Counsel, CiA, duly 


restrictive employment agreements 
nemoranaum "The Use of Civil and 
ng Government Secrets, " Office 
14 , 1966 . 
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' The proposed statute would close the gap by expanding the 
kinds of information protected and making prosecution and restrain- 
ing orders possible where they are now ruled out by the necessity of 
exposing sensitive information or proving intent. It would be a step 
m the direction of "crown privilege" which is the basis of the British 
Official Secrets Acts, in that it would permit conviction on a showing 
that a person in a limited category, having official access to informa- 
tion designated as "Intelligence Data" by the Director of Central 
* 

intelligence had imparted it to someone not entitled to receive it. 

The justification for the designation of the information as Intelligence 
Data or for the imparting of it could not be out in issue at trial. 

Experience has snown that cases of unlawful disclosure of 
sensitive intelligence data in many instances involve persons who 
have obtained access to it through some relationship with an agency 
of the Government having the data. Thus, the offenders fall most 
frequently into the very class of persons who have been reminded 
_x equwi / Ox me confidential nature of the information with which 
me^ dxo.x, x;e public trust involved in granting them access to such 
imormation, and the dire consequences of unlawful disclosure of it. 28 


/Q 


wompare me language "in violation of his trust" used in 
the present espionage statute, IS USC 793(f) (2). 


- 21 - 


APPROVED FOR RELEASE 
DATE: AUG 2001 


These persons are. then, those who have in one way or 
another assumed the obligation of not doing the act charged. And 
so the proposed statute is concerned only with those who have, by 
reason of a privilege extended them by the government, become 
trustees of its vital secrets* It does not address itself to the 
question of leaks to the press, nor does consideration of the proposal 
require encounter with complex and difficult questions of freedom 
of speech* The proposal 'would apply to a small group in a narrow 
and now almost traditional, area oi great difficulty* 

It is submitted that the mere existence of such a statute for 
the protection of intelligence Data will nave a deterrent enect regard 
less of whether a case is ever prosecuted* 
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September, 1966 


Protection of Intelligence Data 


i* “This chapter shall apply within the admiralty and maritime 
jurisdiction of the United States, on the high seas and elsewhere, as well 
as within the United Stahes* 11 

2 0 In the interests of the security of the foreign intelligence 
activities of the United States, the Director of Central Intelligence is 
Hereby authorized to promulgate rules and regulations for the protection 
of Intelligence Data from unauthorized disclosure, 

3 o The term “Intelligence Data 11 means information and materials 
determined by the Director of Central Intelligence as being acquired, 
obtained by or used in intelligence activities of the United States 
concerning foreign countries and foreign nationals, and includes, but 
is not limited to: (1) notes, models, instruments, appliances, facts, 

statistics, analyses, sketches, drawings, pictures, maps, graphical 
representations and photograph s; (2) intelligence sources and methods; 

(3) reports, evaluations and estimates; (4) procedures, equipment, 
devices and methods used in the collection and production of Intelligence 
Data; and (5) classified information as described in section 793 of Title 18 
Unueci States Coce, 

4* Whoever possesses Intelligence Data is required, before 
imparting such information to another person, to determine and verify 
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that such other person is lawfully entitled to 


receive such Intelligent 


D at a * 


5. Whoever, being or having been an officer or employe; 


01 the central Intelligence Agency, or being or ha vino- b 


een an oificer 


or emoioyc 


e O- any department or a.gency of the United St 


aces or a mem- 


ber ox the Armed Forces, assigned 


or detailed to the Central Intellicr< 


icy, or being or having been a contractor of the Central Intellm* 


Agency, or being or having been an erne 


loyee of a contractor of the 


Central Intelii< 


Agency, and m me course of such relationsh 


becomes possessed of intelligence Dat 


ua, Knowingly directly or 


indirectly imparts, discloses, publishes, divulges, or makes known in 
any manner, or causes - co be imparted, disclosed, published, divulges, 


or macic. Known m any manner, such Intelligence Dat< 


or any part thereof 


ca unaer raw or 


executive order or rules and regulations of the Director of Central 


intelligence shall be fined not more than $5, 000 


or imprisoned not mo] 


tnan live years, or both* 


o, Y/nenever m the judgment of the Director of Central 


o i ^i ^ S j.- c e ct ny person nas engaged or 


: is aoout to engage m any acts 


or - j x s. ( 


’ s v; ni cd constitute, or will constitute, a violation of this 


section, or any regulation or order issued thereunder, the Attorney 


uenerai on behaii ox tire United States may make application to tru 
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appropriate court for an order ei 


cn.jOiHj.ng such acts or practices, or 
an order enforcing compliance with the provisions of this section 


>r any regulation or order issued thereunder, and 


l ft ' —e 


upon a showing .by 

h rector of Central Intelligence that such person has engaged or is 

°-2 a g e * n an Y such acts or practices, a permanent or tempora 
injunction, restraining order, or other order may be granted. 


-3 
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CENTRAL INTELLIGENCE AGENCY 
WasMhgtga 2$, D. C. 


'-■W -.ESHOi^GBALS57£ 


. Introduction 

C-overnifSa-S Paction to the 

f 03 ® interests are isrldical^r the“^o«af '° 7 ^ 0Ce 

As ear ^ as 1807, the Supreme Court su^eetJd tb^t S- "^^1° 
recognize and Provide against T£C7 . *7° che legislature 

vhich "have not rlpeaed°into "I Tha , national security 

tliat Congress passed the first *>*»•«• .-l,*** not until 1911, however, 

broad ‘OT’ob 1 g at of p ^ ’ r- ~ vc+i ° ^^i/U’ce vnxch dealt with the 

W tf ?S7L771:E 7-.,i aa6 “ a f ° f «* Wll Act ». amended in 

si intorprciSL oELe LLioT?.-. ,57 ??7 ***** *• taSjnw 

iT, it"> e' IS r,, -Picu^v lo.,ro wmch as codified are found in 

0 ld 0i ^xtea States Cede, sections 791-798. 

-hho 00 7 7 lavs are the ‘oriiDci'oal . 

authorized disclosure of intelligence cec f? u against ;un- 

»%■>.««««„* j — j - - ,,o '' dU o.ccXj at»d xsa ormation ;.jf 


Central Xnte*< 1 a. /(a *~, XX 'rr^ “ w^orc oe Bade by 

circ-esistauces7b U t would tC lega^e^o^ 1 -^^ 

• “ oo consider -cnap specific 


irforisation ’Vot^eted* 1 /. v i \ 7 7 0 C0 ^ i - uC - *cm«. specif! 

7777 • ^ • sta ' cute 3.S a fact cuestion fo^ be 

o— a <--d wc-c. w^e courts-. nave talcea the nos^tion r l " c “ e 

p -..7 — -v -„. • , ' vi-c jj uXUiJ VjQ.c*c» tnG GOV^Ynrov A’ 

0 v - -xAinal >ro3ee«cioa . oust make A f»v 1 :.,• 7. UiJi!Lu 9 1 


7I£^~7' ™i* ™;Eo7ri^3“lS“aS 


m ‘ 

+>\-. 

UO 


gia 19 11 Ssnicr-ICT Act 


didCiSSe7^ioSS7Sr s 7S77757' ? at the 

end, after several cheeses which olsi 0on 3fesc 

coanittee, it was sent 7t77 T^f of th0 b111 ^ 

Place on 6 Peoruary 1911,2 Shetfli 77,77 ““"h 8 S “°" 1 «*«*» 
British Official Secrets Act fa f'lor °® **>*»«** after the 

£?71777?7 8 ~L7e77f ru SSf e777f 7 a 

J»S5£ 77777-" 7“ 68 ^ coiait ^ neubers thoc^St Le 


» - 77. *•* ®* ***** Swartho'at; 4 Oranch 75 , iiv; a L .c-i 

-'at co;s. tec. 2030 (1911). ’ '* --- — 55-, 


571 - 
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^'oata, Ccngreasssas Bsaaat of New York questioned the wi^dcin of 
^^s^aTSioa vnich ne believed contained imprecise 
i-ne following exchange took places ' ^ 6 ~* 


■' P'iwAo 

i'jk, o JUw£L£Ub‘ ^ o 


o c o IvfcB'o is cov 0 }fC(i oy bko 5 ^ * * e 

1 T.n, -S.U :> „ „ . . ; y v c « , v b o wnich he is 

^ Ab tt crcxzen °v eoyoce else entitled vto in con- 

. " fc:Cl '“ 0 - wu - ica a photograph or a picture of a national defense? ** 

1 1 Mr 0 Parkers 

■ ■^ny people are allowed to go in and take pictures. M 

fs^es not -eke geatleasaa- think the language, sight be improved? ■ 
l-h'o Parkers 

* 

improve the language. The language- - 
V '? S .? £l ? vora wongfully, « which is used in the foreign 
otauutes,_ out it is vague and ambiguous, The only way -that we couM 
Siaks xae -^duage seen correct was to say that ‘Whoever for the - 
purpose oi obtaining information respecting the national defense to 

wuxen ne xa non lawfully entitled . , . . • That is the real point 
xu c «.se c 

2 *lr c * 

^ ? aS Seatlesaa is correct, we ought to insert the word * 
‘lawfully . . „ before 'entitled ." 5 

'Mro Parker % 

' ob * s f bio f; to te* *«& 2 do act think it makes any 

n .- f’fi’ft ia p^^eoate, beaaet asked if a tourist who .takes a pictur# 

lasxajLiatioa would violate the statute. Mr.. Parker in renly 

-go iwijyE not. At any rate there would be a very smal* 

fotJf E 0E3e —*• » ■« -US* teka such . »oto S A 5 

^0 co^iuaxcBue go a xorexgn government 0 


tiT * BcnnS"G jFSplicd. ‘■hnp rN *{* « _ „ n?-- . s . 

tl . r , , “ — AiUMwcs d^vUjlQ, HoSXVB C‘<2 t>0 tj^oB a bl * ; vhk rv- 

.rf e f v ,i! * aaoc J at f c ? °f,f parson a crime." Congressman Hobson remarked* 
U “T V 0t * 9A ® was no crxjaaaaxi-cy involved in simnly taking a nbofov™*. P 
military installation. ° P-o«o dl ^p^ o* » 

“r^? as i® d ths , E , c ' uss a voice vote sad was sent to the Senate 
WiC U P***^ ^-x-noun deoate. The text of the Act is as follows; 


>d P 
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CHAP. 




An Act; to prevent the disclosure of national 
defense secrets. 


-•fig* 


Y-.V* 


' ^ Bf !i‘KS SENATE AND H02SE 0? BEF^^EN'T* A ^T 7 

0, IS BIBB 8K» 0? AMERICA If! en, ASSEfflhSf Soever 

• . . ’ u '- • LO i - 0 *' -dtexaxly enci oled, goes noon any vas <*?<•’ 

st?^ rS ^ ^ naval fort, batter^ torpedo ' 

caBp e * Mt,!r A building, office, or other place 
i j^a^sd xu.e national defense, owned or constructed -or in 

orSae- r l h nf rU °“°? Y tta «=»* States, or ia the possession 
0 ~ a ^i„ th * f T ^ r °, x 0f ? ne Lniteci States or any of its authorities 
t 5 d ^ d ^eicner situated, within the United -States o'- in any 

SoeJe^2"? U °^-° ' DUt SUb - ct to ^ jurisdiction the^S, 

Zr'n ^ la; ^ u1 ^ upoa any vessel, or in or near 

or*' &tWo*s &t f horlt ^* Obtains, takes, or makes, 

t -4 eS oO ooto .xfi, tcute or make, any document, sketch T>bi">-"o«. 
graph, pnotograuhic negative nlrr 1 - rr ^ ... -i i " 

fcpeoted with tha uatfo^tj^ 

or°a^ee^o n ^--° Per a ? tK ? rit ^ receives or obtains, or undertakes 

sketch ? r . 00 . wai ! 1 f f?cai sxr/ P«rsoa, any such docymeat, 

w . ’ -^iw-gictpa, p.tsO nogrupni c negative, plan, model, b"“ knowledge 
knowing the same to have been so obtained; taken, or mide] Soever 

nhSo^'°? SeS ’ S:Lbn 01 f r Cpatro1 ovsr such document, sketch, 
fSl V -?f' . negative, plan, model, or knowledge, viii- 

authority, co^unicates op attests* to 
■ JT X " xo P er3 ° a cot entitled to' receive it, o*» f' 

“: 9 SV°^l a fr ia thS * the’: national <uj&£ £ 

11 d a , u oiaai or Tmoever ^ be ~*S l&ttffclly iatoxsted 

a0 , CUiiS ? t { sfc8 ‘ cca > photograph, photographic negative,, v'' *• 

cSin'c^es £ f?? Wleass i wiilfu13 ^ *» of his trust, so' • ' 

. o. attempts -a communicate the same /--shall be fined not ' 

StoST 026 *“ #-re than one yea^, . 

+ * P iSl*,,?' ^ whoever, having ccnm|tted any Offense defined in 

a^v £ tt u t ‘ ° eotioa ? communicates or Attempts 4c' communicate to 

do i„"r^ 0r * G0 ^ a S® a 4 or thereof, any 

°k«tcn, photograph, photographic negative, plan, model, o- 

knowledge so obtained, taken, or made, go'laWrd +A^- X^ 
hp 4rKW«f rt -.j ^ — > * — icy nn2o snail 

1Ci P r -*onea not more than ten years • i ' 


SEC, 3 . 


offenses against the provisions of this Act 


Oi^c^s-- - ae Ulsn seas or elsevrhsjre outside of a Judicial 
kith ? lx . u ? f 0 f“ : - 3acle tie aiArict whsra its of resist is - 

elltdsV-lk-ff 1 *»“«»« tetwght; tut effttsea temetar 
co^wweu Wiuxxu che Pniiippine Islands shall be scisaizab'e k- e-v 
COa ^° 0j - said Islands having orislsa2 

With theses right of appeal SiSrS'SsS 

''l f. ? aea ? exceeding one year forma a part of the psaaHvj 
-^jui^bttiCvAon *3 hereby conferred upon such, courts'’ for such 


Approved, March 3, 1911 
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The 1917 Espionag e ' ' 

Tils jusoico i> cpar f & 10 n "b believed ion a « , 
defective" end with vex- threeSinfin “V? s -t~~ ? aad 
revision's to the 1911 Act. A hm res ?° °°?F? SS 

which contained the 1911 provisions to^ST^h .SohSiSo” a S-f 
seaitxoa ana i n n nr r e o r ** n r> a-p*-^— „ - „ * lJ,u “ o 

the bill and it went to the ' House . J? ’ ff S ® aate .? assed . 

■one bill and made some changes b”t c -~ain _ cea studied 

64th Congress. A similar bill was ia the 

t -Mv/.vUucua in ^n .3 oot-n vo n^ress p™ 

ax ^er numerous caarsges were r^oe the h-m T ~^ ■ ^ ' c 

is T'nc ico 7 TTwn . , , • Ci * w ^*3 enacted and be earns i av m- 

, < t-S^W • *nile ane inadeouaey of th^ IQ^i A r ~ T — - a ° U ‘ 

basis for changes sought in IQ-Tv _ 1 *. * a d * id 00 be ^ n ® 

enacted by the 65 th Confess ?el'< OV1Saoas of the s ^ute 

for the protection of national def-s^f d^i« V?***™?. less £ffectivs 
the 1911 Act. “ ‘ t.hc.n tne provisions in 

^hu °4L,h Congress, the espionage provisions of th» Vll ?s RihP} 
were criticized by a group of Senators, lk by S^4~ r ^Z. V x48) 
opposed to restrictions on a {' r Cv *~ff us # who vere ' 


„. v<v%4 n / ’ -V - 

^ Gx j. cocoas on a citizen 1 s ri^hw^to 


lowering of constitutional l-! 11 ." the , 

Government. In the 64th Corses, the 

was objected to hv ^o+c. , 7,';° P° J 6utitxed w - 


was objected to by Senator Chains be^U* "S? entitled” • 

to deny any American citizen the righltoleek ' coo .' far 

purposes with respect to any portion of *£ IfXT «3 

Senator. Cummins, in directing *T"^ W aiJ ~ ±Z3 conavcxoa. h 

the bill, stated: "I arc 2g£**J ° f 

Oxcenses cc created which trill draw within /.t “y 

population of a country which indu 1 ^es i« ^ ^“7 ^ 0i bbe 

wnen not necessary to pro*<=>ot ei-'-t-- ^~' a ire3 '^-‘'^sht, 

™ 5irsf^\2^c5 £ 

have SS Slh^ernS-?^ m « a l P 2° ?iS ° f ^ 

could not be made illegal bv statute bWiw ^ C,S ‘• ilS4U docent acts 


too far 


strange 
rfe of the 
nought , 


-es would 


Xae cerji no‘o lawfully errfcp tied” v^*q ak-. . 
e Senate JudlM„. w n “ during tne fcpth Cong: 


s cy severs.] 


V-- • >_ J-, . — v to-h^u. w;-h>W) hi : ; rw _ hdfd'i d. vc r" .wt« i — ...v .*: 

k -cue Senate Judiciary Committee mainly bee*— of ^ ° 32 2 re: 

Senators, including Senator Cu^i-,--’ »+ ITT t vii ° '- c *^ eLs c - r several 

drafters "did ^ov- jr-idp— T~’ i ‘If? 0iiC P 0 -^^ commented that the 
Mouses ^rTge^in^ Lb ^fJ s1 ^" 4 Members of both 

of innocent acts. ° f Persecution because 


_ . * ywasioiiiuv o* 

fl!*, 'f ie Judic ^ry Committees of both Hou 


clarify the intent necessary^ ?.*%? ?™* 3 > in crder to 

"with intent or reason -o tC h d t aCr ~ oe& lz specifically 

to be used to the injury of'S'unft^ "° b£ obtaised is 

d ^c.-. langu«.g« was approved by the Senate without debate. 

O 

54 COitu-o *QC o 3^8^** 

^"sli 

UvJxsdTo iUvo ;<vvO fl 


approved 
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*£ha xH j? O j'T' ; S. i“ *1 jr Y / ' •'•'i *s*5 - . * 

precisely defined i^SeT 

the tern "national defense. "5 f e waning of 

not defined in the bill ro ~ ^ d hteL " na tional defense" was 

tions. He took tJe "ei- ^ ^ Uailficatios3 or ^estric- 

.successfully to defend ourselves 0raer 

attack an enemy." Ee chs.™** 2, ““ or successfully to 

connection with the Army *? be was a "senaral 

J v “ * - Uwo& scaucaents were not challenged. 

During later debate in the 6s-i-h c ~ — -. 6 * 
stated that, according to the MU 1 ' • ,^* ?ever ' Senato - Overman 

right to obtain secrets of the Gover^n^ S^, ens vould »ot have the 
U 11021 td oil etc c 1 * cl osvj* ^ ~ -p oz^Ofl w~i tnsG * 

who was in change “of f 8 Sf”. “ e , atl0 f a > Senator Overran, 

Senator Overran lc“,. f liSd ,' «* *>** 13 what it means. "7 

obtaining or tranfinit+^r"^-^ . " a fT c . v 2 uld xe no violation in .. 


* r, 4.^ O. ,1, o * 

uo violation in 


obtaining or transmitting information ^h ™>***lM ■ . . 

Goodrich, in his cosmeataxy on the Esoion^- Act !ff^.?^ p ^' iic Property." 
government secrets" were to b- oZrJ^A * ut ** ■ brtl r <i '’ es ^hat only 
emphasized that the legislators also^w? sW^to f ebStes 

WrK Whicb ^ ^ Performed out^i<£e‘o? GoverS^roffSs 


Brancrin^SSSS rospowsiMlities of the Executive 

effort. The Housefly ™ hi hitf f“ «• «•*«*• ana war 

"be devised for the> -orohibi^ior ° -^oguxzea xhax a system bad to 

his judgment is of o ^ _f m Tr‘t P 1 i^ 0 " ° x *-“■•■ orzuati on wnich "in 


hio judgment is of such a chara 


enemy. 


•acuer fcha i it is or might b 


e useful to th 


u v ”?^! aab ® d <yfte. Senator Sutherland on the floor ....*. ... 

i-t.e pmaee lawfully entitled’ means 4 ^ ^C~ 1 . 5 .^?***'^ '“'i 40 x ^ Ua “ 

iion must, * i?hg. v p-ccrxicuiar iiiior^a. 


— xc.\7j.uijLy euxixiecl * mesr^ ^ ^ v Wi ^ w 

xion must bav^ fn'r '" -? r n ^ ” t-h.es. v vhj p'ccr*cicuj_a 2 * iitix orma*- 

the President -orwcxicn, non necessarily by an act of Congress* 

u , * *.* °" '' axs oecre tary of the Navy or the Sv-.^-,~tX v 
* * * && ‘-is agent may malce re^ul^r-h— - r vv„ - • uv 01 war 

information; and the Presid-^t^ " “ [ ^o^cid oovaming certain 

time to tine.*' 10 " ’ * 0 ^ e2c ‘' 8nd tiaos ® regulations from 


in the 


The term "national defense” ~jvn* *.-**.***„ - 

f ^slation so as to give ^ k$pt , 

oar.^f 1 . . 0 ' i ^v~a^ SvOyco riS was s«.-? 


in debate; "No Senator knows x^t%f br0£d f 50pe * As was **& 

articles are in some ? x ' ° r vhat -P^ific 

general to protect everythin- c-- . b f protsct ® d # ^ ve made it 

i/u ^ connected with the' national defense." 
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c 
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, . r *- rie Espionage .Bill intro: 

oecause .it was- an infringement 
ificlL.vAj.3g 'cue denial" cf the r j 


a in ' Me 04 '° h Congress v&s criticized 
up°n tne freedom of speech and' thought 


P^OViSiOtiS 


censorship provisions, a P ar«n^Mh^ f '**«*. its 
or ccoruunicat"! n~ p»oaeeuced for "Duolishii 

to the best int^/o^i^ to ~^ «?** 

proviso, ho-r eve-- , r-t — t f * A “ e Sena ce- approved a 

censorship section' ' was^nS tc^rc^st^ that the 

eczzeen-c or criticism of the Government" or rlJres^tlve- SCU ^t° a '' 

.axp section was later modified and then dro^ed^ censor- 

Court •Secis ions 

The Aco oi dune- 15, IQ 17 fho *!+r.+ o-w't T — , , . . „ . 

punish acts of ..interference 'skth the fo-ei-n kct t ?. • ' 

ana the foreign commerce of the Unit-d '“7*“*' cas n ^«^lxty, 

better to enforce the er to punish espionage, and: 

purposes." It was divid^Sto^hivt^r ^ end for ot ^' ' 
^•Espionage" consisted of nine sections ^ VariS 

^v.cn cunsiaerea by the Supreme Court end +>■-•*•»» p~> --- 717“^ . i'f'" a v / ' 

an cases such as Schenk v. DM ted S+-A7 oh^rr ^ 

SStej. Unite T s tet e S . ^ $** °3 ^ Ed,. 470- 


££-£* y lilted State: 


v*', 5 *'** isjLn ' 

;? 4 h hs cowt'to a ?,°r e 

. 6- L. ta. 8ZJ, and miv autee. saiKSSfltT?? ^°. u,s - J -‘“’ 
255 U.S. 407, 65 L. Ed. JOTtS^ 

constitutional, but it vas not un^il^Qho tSt^ l^fSoSt 
provisions of the Aot.^'V'" 

indicted for vioiat^on^of 4— -So *“ Jj03 " A PSexes, and his wife; were 
"• u "° ° x • espionage provision of the =. Espionage. Ac*. 


0 „ ^ >A - v " ,A y> the -tacts wnich led.' to the indict— t,?pr? .^ 0 ,*.*•> -i.,,..,. 

in Los Angeles in . V 0a . CttC « tia£ soviet Consulate • 

J ln ^ a cer-cam individual, and Salich 

*• 30 ’ fi 5th Cc^ass, iat sesaio s,, ' 

~ J.o Jr-aisn £spir^.q.ffia ar'd S r ^T s o-^- - r ’ - -4*] ^ r . 

ii--uo= Aeporn No, 69, 6 June 1QT7, -r,.- n , 

Session Ho Accompany H. R, 291. * ~ v "°~ ^ Uii 6* ess, -Iso 

^Gsnn v. United States, 312 U.S. 19. 


'Gorin v. United f. 


-s i J C^J "? V* *^J V «-"o ,“S ** (+k 
* vil-* ^ OiA. 


v 111 P. 2d 712, 
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w eventually talked to Gorin. Sene b>e 

reported the 

testimony of his superior, be ro me 

' Salich, however- , c i^,I, Z-JZ ZZZ S f Xj - Cxl 00 contact Gorin, 
innocuous mate^ fupc-rior told him to give. Gorin 

Salich agreed to J?* information from C-orin. Later, 

theory" that it woxrtl benefit "°* 

with the substance of v^-’ovs l ' S8 ’ Ee c ’-PPliad Gorin 

trine-' mn v r - JZ7"zJ~2 ~* i^i^gence reports consisting 

the United States. *' ~~ • V '" JV ' P 1 " 03 to another within 

The instructions to the jury vem co— a, C 4.. a .. ' 

2 f 2™? h 

and obtaining docitn-n^s ■> ° A the criae cf copying, talcing 

the nat i onal defens e^^hese were ; i ?°* v ^ ~ed with 

obtaining -must be established* (2) —GrT!; ox 0&icin S or 

fining infection respe,^ ^ ^ ^ 

th 5\ the information iV o^T*' 
of the Soviet Union; (k)%l S ? a ? es or to the advantage 

relate to the national defensir^e^e^????? EUS V;ia.fact, 
instructed the jurors that "they could " ic C0! f r ?;-. 

location required, as to whether or not if vp- vi *~ 

by ‘Gils SuV-i 07 - T"-i 4 w-» « ^ r i UU ° ^ y w£,o ouoC^pbiuXO 'GO U 3 « 

. ^ T ,iC Uuj.oa, and vnetner or not Sa'Kch Vv-^t.t .*_. . , ,“ 

he COTiCX'‘d^Ci. „ OT _ w _ *> - ■> ^^ 0 .. IcCbb -h aT Gift V7-aJ.C‘ii 

tion c -/--rt vl T4 f 7 snoula nave concluded that the inform - 
U C °- lid Le USud Advantageously by the Soviet Union." 1 * 3 ^ 

More specific instructions were also cn’ven urd*-- 
wnren charged the defendants with cormuJe^S "Tf aeCO tf a C0UE * 

transmitting to c-o-Hn P - . . - lnci ^ delivering ana 

no- 4-- o “ * C Ei> * rc - jr - Sl =ota-cive of the Soviet Union. 

describing the sa-e " , oha riaxi0na l defense and 

e n *mav,.--c n- iCp ^° “Rationed m the first count. The 

"(ift^e “ e r: ae 5 char 2 ed in the second were indicated as; 
be made a T^ ■ ^ prov ! dj & ths disclosure must 

guilyy intent or .reason to believe that the^f ^ 
vas_wo be used to the injury of the L^te? - °°°^ a f tt 

Oj. une Soviet Union must be -or^senf • ^--d (b ) ^ ° — 6 ° aVian ^ £se 

E ust, in Pact, actually 

oluaiof 2:“?* C ? »* 

. • * ttva.cu.nce on unc grounas that 


*£-jC,G' C0ai» 

V-i-z U.2S0CUCU3 


15_ 

United States v. Redin; Cases 


W.D. of Washington 
2d 712, 717 

r-^Ibid. 


±6-.,-. -n 

jL.L_L x* » 


46932 and 46970, 17 July 1946, ,u.S.D.( 
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a coaci ^ion that petitioners 

U3 v^ ’ c ' ne is - 0 ~~£ a tica was to be 

u “ A ’ff a ci ‘ catss or -the advantage of a. 
A 2 ).’°f s failed to disclose that any 

^ *ere. rented to or were connected with the national 


appeal was taken to the Hint* Cl^c^i x* 

• , ^ ■, - /_ y V/X..U«,«uu mi 




r-iv^o c' ‘■^■'|.»A,.,., t ., _ -j ~ , ~~ - ^ ^ iJuua.ai ■ wc 

rT ^ w ^.^vu.1 cor^iG-cc.tion as &'GGcifiea~ •*-, 

I 93 0 l T « tle , l8ji9 ^~ the EspionagricTir 

r^ir-r:Xr- b " aauSa x r Ti ' ould flx n0 feautahle . standard of 
int\ . ?*!? no . flxsd and definite mean- 

court and ou^-j”20 ( 3 )^^.^- £® t0 ® e * aia S *7 each 

W insufficiency of e4id^c^2’ ,?^. afflen 5 aeot 


( 4 ) insufficiency of evidence: 

gw. 0 v, .* * .. . .. * v -", v ‘~ Auoexiigence neoorts 

e ^°5 ; -f axlc ‘ -aa 3 testimony of the District 
™"S^V Cer vmca snowed tbat Sallea had been told not to> 

w* 4 ^v* Cv vrOiAile r ■ 

ana S^lJSw 3 £- ia f oa ? ® msSBi ** the conviction of Garin 

c ' i ' a l '“ - — c ~*> w*® --rpsilate court coated: . • •...•..••.■ 


Oicioes tns 5‘cn and 6th amendments ■ 2d 
y5/, whe h&val intelligence Reports 


_ t f e ar f> °o course, conscious, of the argument which 
cou_a D3 maae- that the information divulged must not he 
Oi _ any importance or the naval Intelligence Officer won Id 
££' G ..£ a If. '~ 2X r? the i^fi-ation available to the public by 
i,ae reprimcs m evidence. Such procedure was a 
Jf°f£ si y in order to try the case. Whether it is sound y 
uaxnu, is a question for the determination of Confess. 


o u. >~j o sJ ; 


r v.^,?£ e Su - r fff c f u;rt considered the case on the def 
ooyccoicas: u) *aat the prohibitions of the Act are 


* 1 

*. c2 




r .V-u,,r -.,r ^ , „ _ " — ~ w^v ci-.c. y C a uu 

e t‘ d ^verxas information .concerning the specifically 
^~ aCcS ana ■SA'A’dSS set out in the Act, such as a vessel, 
At “ A ^ ior-c, signal station, code or signal book; (2) that "an 


.l8v,y 

-aJuX 

?. 

2 d 7 

d ^Id.- 

at 

718 . 

20 ld; 

s/c 

719. 

2 i Id, 

at 

719. 

22 Ia. 

£,“£ 

721 . 

2 3ld. 

at 

721. 

^ 4 Id . 

a*c 

721. 

2 5id. 

Cv v 

.721. 

2 cid„ 

c.*e 

722 . 
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interpretation which -out with-*** me *-?*.,* *. 

any other inf ormation* connected — - ? ? - 

defense than that concernin S these 

a^a clings wouia make the Act unc^r*---’ •■'■••,+■* n . - T. * '" 0 

A,,-, v • „ . , t j u^v^-v^p^uiraT, a^ vioia-cive of 

overruled^the^oetitiDne^s^ob^e^^^n 2 ^^” 3 - 1 - 5 3) tbe tTi *} court 

none of the reports dealt ° f ^ 


In argument, the petitioners •claimed that bec-.”"s = o* -h~ 

J;; " 02 aiscus31 °a the Clearest sort of declar.-ftn- 

^ound oe required oy the Congress to brin* t1 , e -d Clf :.°r M 

not directly connected with and yet of the ! 

national defense.; The Court _ decided that b^sed on "S ^inatio. 

be liraited a to C ^e placerind t 

793° "It is our view/' j u «-w.^ *£1 . T 1 " 1 wU r &***&* section 


is a criw.a 4-0 oV . Mv . ' — ? f £d 2 '-' ot “ i3 = his opinion, "that 

_ . wC O0l,Sil “ ° r dcxxver, in violation of toe intent -«* 

DunDOse.^ 4-v.^ .vu.i n xiiuc^o odja 




_ _ w ~ y v uh.Uii o_l T.hjO i ri i r-^r — 

purposes specified, the thinvs desc-d^ ir £“x - 

^v-- _ w wxv^Uv oo tneir connection with the vh 

S/fff.S t 3 f --V, vessels, airpl^s, 

fiffl 5 «» delusion of the Cov.:“t f ah 

one meaning ox the entire act;' i* ‘ * ' 

play a large part in the decision*, 


legi c? aatav e history did. not 


On petitioners * second ■no’* p ~ ^ ^ ■ ■ 

in the statute uhach ««£*«£& /e/PillS SgP 

pre«j.e oeriiiine whether a contemplated action is criminal uter its 
provisions. The Court ported on* -•-■h ■ . 7 , u f, A its 

Vp no-:- e-f^i ~ v “ <i “ vn(s Sections of the statute 


are ^ not simple prohibitions 
foreign powers inf ormat i on vh 


gainst Detaining or delivering to 


-pw w * * v “'~* V Xlid v O *2 *W id ^ p in r ^ r' 7] ^ ^ n , 

national, defense/' If <=,,a ^ T.d^ J J coebxaer relating to 

■u > Uw "‘ 1A oU ^ case, then a tes-h vnnir? 


be leads as to whether it had double 


P^r_hl to -speculate as to v'^eth^*^ ~ ^ 71 ~ 1 ^ 0 

No uncertain T ,„ r.-..7 7 It." ' i ^ " ^ e ^ ona >ioiatea the statute 


.a nave to 


No uncertainty wa 


iouna in the espionage statute because 


u.2.1 v en 0 


or reason to believe "rr.*cvS s*> ^ Dt ^ use 1 

r, wo . A , i - ^ ^ ^ -'U o_ t.ue scatate required those 

prosecatea to nave acted in bed •?(?■?•?•% 15 

when scienter is established*'” m>77->.’ J'** „ ° &n ° ol0ns . 9 n ^ 

£<=* -» v, *- v> i • • ~ oncj. e xs no occasion ior secret 

of Congress pUblished ^ authority *“ 

likelihood be no reaionab^ int^nr^velf aSan-h C f^!%7. a11 
government.. National defense entails not 8 %7i^ iea . 


. . n , ” — w.ijv.-a.iio ULJL. 

esxaoliscaente but also related aetivitie 


and 


, . 01 national ^ ‘ 

; he language employed is sufficiently definite ,5 -o l.:4 

o,n& is consonant -nth r r- - r - - ~ ?? ".T* v '° ^uuxi< 

SUvC, '° c “ /’uruher, the. Court stated that the' 


quec 


soi on of the connection of th^ * 


* ? 
Lon 


cuest;ion of fact to be determined by CL, -" uwiAfc 

undisputed facts is deteraimd*. ” W ^ T iJ life oxigence upon 


-O 


27^^ 

bi^ .U.S. 19 , 23 . 


28-^ 


Td. at 29 . 
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i • i 1 «,!» G? vi- v 


has ruled dih 


-y case oa which the Suos 


u-Q~ IG 

^ ic-cry 02 the. 'espionage provisions of the act/ severe * 
Sri/, r e : n S°5 C£ f 7® circui * courts- vhich contribute tods 

oivf A jj*. G U?C* G3. Uhi Oi. 03.0 ACu’o 


«JS 

/pr-pl 


Other Cases D ecided. 1939-15.5, 


aeie 

3G.dGl 

aa On \v vj.* 0 - pjT V-30 C G; 

resa 


ticn* Aa Arhy G 

the 

pic 

turec could be u 

the 

adv. 

Oi o. j.Oi'0, 

defe 

ada: 

u'os aonifced to < 

offe; 

ace 

to tele a carer; 

vere 

CO'. 

evicted and no r< 


.In 

the case of Uhi- 


i- Gc-n 


o p— C C CLi J » 


- vli , a - 


nation* ^ -jvideuee indicated that the 
d-oer tna u taey hucv it vao a serious 


cn a Eilj 


Tno deiondan us 

uup e ci' 1 o 


rj recerva'c-iQUo 
5r xras found’ on 

r „ „./* ? h3 , c ? 5 ® ? f MM . .^*SL 3 .v. C-rot %30 the Second Circuit Court 
~ n &*? u P“ e - a the ^conviction- of a naturalized German 
UUf //Gf coaspx :~? 3 ' c ? violate t " a Espionage Act. C-rote had under- 

^cer.rss given to him by others from the files c£ 
a wuu^-.uoxng aoiense wore* Sven though- Grote testified he had no 
xntea^co ao norm, tne Court said, 'Ghe.-. facts pointed more streaky-- 
? na “ to suc / aa ^credible- stupidity '.as uight-ralze an “ v 
S ' 2 ‘ h ? Court ■ stated further that, "Sven tfccag 

///TPU oU f J accisrea Germany tize European war had been 

S, i^w./ 0r .? ?0 . y f a T s ^ . ve - bsd be 2un to arm and the impropriety 
4.urnxsming patented devices for airplanes to the -German Governs: 

COVlOUSo • ' *V. .. v • 


L&’oy ox 

jOUIo' Cn in 


She^ conspiracy provisions of the' Espionage Act provide an- ■ 
LjC ~*~' j y ~Sf .Prosecution u-iunout the actual taking of information. 

/ decidcd ia i 3 1; - 5 , the Appellate Court 
Cnoaas on the ground that there had peon 
zie hoc. been tried on a one- count • . 


an inrrerer cl 


G O CGI 


inaie-unen-c- based upon the conspiracy provisions of , the Act. r-e .si 
uX * 0Mf f charged with seven overt acts in furtherance of a 

'J C*w> Vj.Oj.c-gO AC'oo 


Tne Second Cir> 
» . 


-v is 


( 19-1-5 ) not 

ciVCi; i 1 C.n*G 


it is 


„ ?... V« aeU'CO \~y~-~jj tivowa uiiar. cc 

necessary to car^furw s r*- » vh i ■ , . , 

* •*' w ~ rt.^ c ” e>. v ravagan-c and aosurd 

Cva^va^uce resume iron a drastic repression of the free evcharu w 
Oi-. xmorcatioa which is contemplated by : the statute. 32 t 2 that’ ease 
th// 3 a ^ £rca ^ d ^ information obtained from open sources, even 

-•w^ n ^ raa&fea - ? ° S ’t ve Donoflt to . a foreign nation, could not be the 
0e * oAe xor a prosecution under the Act. 


29, 


10 
SOpho 
Lpl 


■p-' V O r ‘ <o 

^ j.* o C.ur 


31 - 


32^3 


d tip (51 


2d k 


•O' 


no; 

Poo 


/ £* •„■ 


1939 ). 


Cir 1 . ) 


Id bl 3 , 615 (2d Sir.) ‘10 
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Postwar' Cases 


The Judith Copion trials 
cane about as a rc-si 


oi violations o 

. - - -- justice employee. 

Court for tne District of Columbia nursi 


Copion, a Department oi 


tne Rosenberg spy convictions 

tne espionage lavs. Judith 
vas tried in the District 
' x to an indictment which 


i^CluUcu LrH.0 lOl ! Cvriri” P> ! ) 'a grp ry- «, / «s N -* 

. r "? <4-xv.ga VA 0iao. U/ tnat ciefenaant "for the 

purpose ox cotaming information resteet-fr.r 


' ~ 't, d. dei snse 


purpose of obtaining information respecting the r 

r“i^V nt ? a ? aad 2 ; ea3Cn to believe that the indorsation 4/as"to be 

5ua.es and to the advantage of 


a foreign nation, did copy, take, make 


ma obtain documents, 


lings 


®2f?: cea ' ons na tional defense." Count Two allseed 
° US f ^ f ^cunents and papers filed 
u . 2 r a ?- unlavrully and willfully removed and 
- sa “ a aoc f 42ts la violation of 18 u.S.C. 2071.33 
lar ' C£& allout twc aEd one-half months, she was 
7- ana W£s sentenced to imprisonment for 

cJcttht «*•**«« y^,rs te tha aooml , to no. 

acid appellants * charts ° n * li£ ^ ed on 

conviction. 3^ 4^4^ ^ to overturE the 


•ted^ r — J> ^ S ? r i Cu Columbia, , I-iiss Copion was 
A °~ K District Court: with V. A. Gubitchev, a 


indicted in t h 


C J, . . . ^ v DVW. V. t 

Soviet national, on four counts including: ft) e , -<- n 

violate sections 793 , 79^ and 2071 of Title 18, U.LciV^da-i^ 
,; che , dU3tice Departs and depriving the C-ove^eab 
3ervices <* Miss Copion as an employee of 
° oua ? ci ^*sed that Kiss Copion" "lawfully 
4 ;“ 7 -ccess to, and being intrusted with documents, 

SOoSS re ~ s ' SX2 S to the national defense, . . . did 


■~-nts t! to 


hi htlff ?° ««=**«*«* «* ««4» ru dio^. u „„ w 

08 h° !'■*" a person not entitled to receive then, 

v-b c.S.o. 7>3) Count sour charged that pass Cooioa Vth intent 

Se ^ ^ te used tcTthe of 

;r t - na ;° ES a ~vantag-3 of a foreign nation", attested 

f ec --xendnht docuneata, writings and' notes 

oo ^ne Sci-oicnax defense^ a violation of 18 Uc S v eT ^94*55 - — — « 

ftri-or* to the trial in I-I« 

In tne fir so ^ hiss Coelcn 501 


xorh, 


de^ endo-nos made several notions 0 


:3hx ro dismiss the indictment as to her 
v ° Copion^ 88 Suvo* rg r? ?? v 

^■Coplon^v. U. S., 191 ?. 2d Jk9 (D.C.Ci r. 1951) t de- v'.o - >-• • c ,,- 

-5SS-?. Supp* 910 *. . 


xi 


Co W 
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on the ground that to try ha 
jeopardy inasmuch as she had 
sentenced i'c the District of Oolurfoi; 


TP,--,-.. 

^ r< ^ — >.<y n , 

ii Cl us ut;n 

.in 

ea there 

in 

the 

first conn 

ixid 

1 0 u_-fc!il G 

an 

element 

of 

the 

crime ( 18 

pcs 

session 

of 

documen 

K/ S 

a uii 

the sneci: 

he 

usea *go 

th 

e injury 

of 

Xne 

United St( 

a 1 ^ 

oreign n 

ax: 

ion" and 

th. 

r: 

-•« V«r1 

sunt Tiro 0 : 

r» <"vr 
ix\J L» 

■ 

reauire 

si 

ucn mxent ? 

the 

only recu: 


in Ke-r^York would constitute double 
! --en indicted, tried, convicted and 

j.n aenyxng tne motion, Judge 
ct of Columbia 


0 vas 


obtaining 


cis ic intent that the information 
tes and to the advantage of 


j. uccuLit-ncw ana u x~c euro t cd -ho .it,..., 

? ot 6nmisd *» ^teSrsTw^: 

Owtu o noccu unux uounx roar of the ” -- 


d'f-fsv.^.s .-j , — Wil ' s York indictment' 

Ivt h-hh. h rc U 0i . tno ^ istrict <* CQlusbia indictment "in ' 
time of taking the docu— 1 3 acxendant at the 

at the time of the alleH the intsnt ' 
The Court concluded th-t ^X^:^:^h^ n t Cu " 10n ^° ner codefendant, 
statutory offense^ ^ " maictmen-o charged different ^>h 

and 79 ? Co ^ that under sections 793 

‘? r “ can ue-tnea fop the substantive 


and the 


to the concpj 


■V 


*.? - if 7-* OUUu Oa.ii h 

conspiracy to commit those .crises. 3° In sfid-H-in*. 

?:hlt ■> Ai ‘ “f espionage Act, the Government charged Kiss Coolon 

hhit" f?ff 1 3t ^‘a is i-.s.c. ant Ia hhi-fr 

hhf ££““*. ‘■J’?®'." the c °5 lo:! “-=2, Judge Ryan detrained 

uncle^’ xue conspiracy statute (T 7 !; t~-.~ 

-? ti0 ^ Under ? eCtion 794 sa< * tt could "not he 
a conspiracy to conspire. 


States v.^J^Shlf 6 ? magnitude and' drama was United 

^ uua x*cts were theoa: 'Julius' 

1 fbnex,_ transmitted to a Soviet Vice-Consul 

P ”v.;r rl.-U rrf ^f 23 ? c W‘-ed by David' Greenglaso and Horton’ v” 

soO-lg and ae liver ed to the r'x 



_ ^-7 <3 i , **•—»■ *-**—» v 'w' W.v 

appeciei to the Supreme Court seven times anc 
Vus denied. 


a a iuuao vii^n v of *ia * fi v* #*1 , .» 

, ■ w U a-Uc JL nOS CnC a 2- yvrv.rvi -r -dd.-n *■--? m-v, 

XiUiil ~ Awvemoer x944 to 16 June 1950 to violate section 794 


°Id, at 911 and 912. 
7 195:I'-2d 58$ (2d Cir. 1952), 
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^ ~ ^ ^ oniteo. Sautes C-cdo. in 
dexivor and -crausrdt to the USSR arc 


ClOC Uui*ciii C3 , vriX H 


8 lii 3 X- C£L3 3 


^!f d X? the advantage of a foreign ***_„„. 
&ix»gvja eleven overt acts setting forth tfc 


h. '^, - JL. ,V«_ 

wii c„ U vii 

0 ;^ conspi 

red to conn 

UillCciXS , 

/-.vr. -.^-r -t 
w O v ' i - i ^ 

and 

rapr 

a kS> 0 a ca v/ i v a s 

xharaof 

and in 

x oriati on 

relaxing to the 

13 on to 

7-. 0 1 4 

UCJ.X 

ev-a 

cxici c they V/ 

0 li J_d 00 

at ion * 

116 

0 

rs 

0) 

count indie 

t-nent 

rth the 

daxe 

s th 

ere of • 



•Before trial 
Buies cf Criminal 


r.%, 1? . 
v%. _ 


:.ani to Buie 7(f) ?e< 


tr •■' • - -so rr r' ■(',• - 

■ w t«*0 V vf 

w — j.- — _ w—* — » ^ u'w# j. vf .: i ■ - f t i i 

vu.Ci, O, 

general ecnsoiracv eha~.-<Tr ^ 'Xl-im IX ^curare as to the 
they sought an order to 

enumerated documents/ P^raphiug of four 

that there were too basic Vvexnxeld rrote^° 

accused shall be definitely informed as to «”3v-Xr a r /t gp 2 
that he nay be enabled to oresent h* a ^r,.~ //lOtif fSains-c him so 
sur-orise:- ®»<3 .'o', * . - * .1“' s ' = o« taaen- by 

for the ssa» of^e^se”''" K y”-/^ ^?V cu t a against another prosecution 
In denying“that pSW of SS the^ove test. 

Judge VJeinfeld took cognisance^ il/ ^ Rule lb > 

o-onositlov.j h\ rv»X •/ / o± uhe Government 

<C* / , , V' u sw ssncwi ng that the H 


ircm or telo^r-* to +*«. c?-®-o,-rhZ"“° TT*. V “'T vers "obtained 

>r process S fi 3y“and XX- *y seisufe 

;opy vas classify t AVp:/:/ tt sought a 


qy» 

^ classified * . 

effect. Citing Bank r.-t^.l Y TT . V *,.^ 3--.t 46"- - “ u ^- c ° aa t0 txus 

grant this porti^/SFXg^^ S ^J* 

■p ~ - «... - ; - — ^ wwvcj.ii^c ax xhis 

w vu Cci. and dis clone *ouh/ iely xa^x 

to «* aof SE U GLd Sll 


I'O 


‘Jne issue rhieh nay arise upon the 1 

P- 5 * vriuced is a iziaxx 3 ^ "Pev** {$&***■■ 

J. w CL 3 o r ; 


trial courts provides 


idaffif «*«»* w> i^uraal tat 

• ^ «sed to* the latter's government to 

■» ... co oca national welfare. 

' ^■^'“ .rcSpsjot to such evidence 
rmnation by the, trial court. " 

Judge Frank's opinion^ in U.S, v. Bossnber? . on aptoal from the 

*one_ latoat major case law contribution to 

.. . _ ou rus opinion, the 

, -/bd ^ not applicable 

J -° ls - -utaa defect if tv=» 

P v *^ ll 0 o X UCL5 


af h-hOr cd xne esxj on^’^e i .^--1^ 
ease of I^S. y P Hgj 

to public inforarGio; 

cud not allege that thw i3S not t)tcua _.. * . 

out runt Buie 7 of the Federal Sales - f<P ^ 

— i. ^L> "at’-T.R r-nc -V,oh ■ . ,, . ' **v 

the ecpsrir^^-.i :u;_ , r b X A ” e xr * a statute involved. 0: 


t^r ft’ 


constitutional problem, Jud-rs 


rejected the theory that the 


.^hiAQ iJ wld v _L* r S'k* 7 ’ “J* , «*«.. -Ui- 

, ; w — — ^ — v>w« vvd L-ahh. v u /1 


L Oiic 'po 3 t-lXUXcr S uff cl c cu. 


-tej viotin C3*sc hid 


By lupxf cation, he continued, toe a-O'-- •'■■ r----- -- , »<- • » . 

validity of t>^ Z tt“ Ci “°- sustained tne 

under the Six 
ccnee Wi '^ 


^ vagueness. 

vdc ease a * 20 

■ r . u„ r ^ r ^ ^ — ■ W««.wau, u-ii'gj 

MU,,40v ^w^-xr-ih w any ic.6uxical ar-xurinT, r*^ 

e/,-”** 1 •" **’ * '^Q'uoal'u a.* h> o « 

ed xi th -tC - ^ c °urx “a decision vtis prinr j 

^ w ^ yj GiraC^« i^irL r ^ f?? T* */r *i^ *» ° v f ,-n. r* _ ^ o r» - ♦** ^ 

'" c ' ,=v U - J '-c-fhute enough standards of 


0077 Q 
^ e U+e 

39?or 


\ o i^Otenser^, 10 Fxd> p 1 . 1 . LS.Po ^x.v o "^ 606 ) 


^ ^review of the law on discovery 
d°“ cn ® record; Subject; "Subpoena P 

I 9 U 7 ) . 




,i?l33.B.-.„.ad.„l3. 


^ 'h 1 


2i j b,ctt i^iiOrd .nexr 

1 , datea 8 October 1958 
Geueral Counsel, CIA« 
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Q u. -u «L 2.- GO adviSS s, 
X o. C wj £ pO*G3r*C-X £ti 


— u jl 3. ‘-z: 

JTl 


doii 

the 

xnoni 


*vxct«... u Ox 


exactly was forbidden and lose 
cao.oo1 y be was cnarted with 


^ ixiS bta'GUve was also valid order the First 


~ - .-I fv-.u «..v , . , . „ ana 

. : — 1 — *' — v -'<“ ! -’° & iorcign govern- 


✓X secret niat 3 r i w. 1 O'*’ -?-? .y 


r>o - .u ^ ,_ r> , . x r : w f •’ o ~~ r ~ iw.ju.ouui aexenstr 

oe x: -" Jiuded ^thin tire area of First 
A^eaument protected " “ M 


can by. 


ici' j. r e e st a e c 


an diSCUSS^'^ tbe 

w-v~w.^c Ox walrus Aoserioerg stealir^ a 

*“***' ^ stated Shat it need not 

defense? 'Se -’•? connected with the national 

GU-i ^ r r - ' 7* W-U!d > 1Kas £a important World 


gl.r~--iX?d-?‘i' Ci ' U * * * * ’i'ne nature of the device itself strongly 
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Cv^vuu wren tee national defense.” 
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information g “ ' ‘ 


2 or tne secrecy of 


Jm . % 3 - - . _ -> — •w'^w xj 

o ‘ ^ — v G— <.> wed o me 'CCGIi-Vio^'* v-j 

eviaence ‘c-hro "one —v ^ ~ *" v> 

, — ; c - VJ - xaiorrirrcon was 

- v.ixo G-ic unveea Stages Gcverneie^t b- ^ r ^ ^ 

bav^ led 1 --*’^ WM — rr w vmci woula 

v ~ — ^ ^ ^ L/ciicVd 1*0 was W-^ * i^r'w ■** ‘ 

_ ^ ^ — — -■ — aOiviio 


of the 


presenued to the Jury by the 
pcoi'cl on c r s 


rfi v ,r- -•■ •? — . -i- ^ .• 

Xii'to u j.^cOc 


CvfJivc^tt^S Ct 




ana 


os reiiea f, is so dix^ferent 4 


in 


noppoxi’ce # 


G J Gcu. 0 Sc b o V o 

c« O v it ah? wo 


‘^solved against t-hs 
.. heins on which 

c crpiev sly 


lit 

■^Cert-. denied 344 


42 


„ _ n r\~j 7 <. -ru - } ? > 

3 ' ". °” D ° °c9 U952), 97 L. 3 d. 667 


Id ^ jjo 3a. t' 52 j rehearing denied 


*"See 23 U3CA 2255 


vai. wtG 


a S Get w ; cii» v» Hoc. 


V*." 

^United States v. EosehDerg 
'^lOo F. Supp. 793 > 80S. 


1 08 


Butt « 


798 {S.3.2T.Y. 1952). 


OO F. 2d 666 (2d Cir. 1952 } 


APPROVED FOR RELEASE 
DATE: AUG 2001 



O xl 


APPROVED FOR RELEASE 
DATE: AUG 2001 



16 




17 



Y‘ vn vr> v r < 



Vrir-J- 

uyji 


APPROVED FOR RELEASE. 
DATE: AUG 2001 


t deal of vcrh on ffr te 


The oust ice Department had alrcadv dons a ...... 

*or ob lera and it *;/as " .... °~g'~ ^ c, ~ 0j - 

'Espionage lex? contained ' c 

i^te''**--^ .—7 .. r ~ -i-o* prosecution oi 
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July 14, 1966 


THE USE OF CIVIL AND EQUITABLE REMEDIES 
IN PROTECTING GOVERNMENT SECRETS 


THE P ROBLEM : The problem of protecting official 

Government secrets and related material, within our free Demo- 
cratic society bedrocked as it is on the Constitution with its atten- 
dant Bill of Rights, has long pla.gued the intelligence community. 
Jitle 18 of the United States Code provides ample legal sanctions 
following proven acts of espionage, sabotage and unlawful disclosure 
of classified information; however, with the exception of the injunc- 
tive powers granted the Atomic Energy Commission under Title 42, 
USC 2280, there is currently no truely effective legal weapon, in 
use, whereby CIA or the intelligence community can protect classi- 
fied or related information from disclosure from within, even given 
evidence to the effect that such a disclosure is contemplated by an 
employee or ex- employee. While over the years much discussion, 
study and negotiation have been given the matter (especially on the 
USJ.B level), no truely effective legal authority has been uncovered, 
nor is preventive legislation likely to be forthcoming, given the 
present political climate and the reluctance of Congress to interest 
itself in espionage legislation during a period of progress arid 
prosperity. 

A SOLUTION: It is within this framework then, that the 
present study has been undertaken, a study to determine whether or 
not the ClA and perhaps the intelligence community can help close 
this gap through other existing means. Use of existing tort law rela- 
tive to industrial espionage and trade secrets, combined with the 
attendant usage of ancillary prohibitive covenants in open legally 
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frCttonablc contracts of employment, buttressed by the' standard 
. injunctive powers granted the restrict Court under Title 20, 'Jnic 
^ S f £ ® s To acral Rules of Civil Procedure, Rule 65 may act as the • 
ruicrum we cock, . The use of these civil remedies, ' actionable 
contracts of employment and injunctions is at best complex, and 
a clear division of the interrelationships difficult of explanation. 
Uv^a^or, a certain order being necessary to the proper under- 
standing of the underlying basic for the use of those legal womens 
. the matter will bo presented in the following order, there - 

necessarily soma overlap and duplication in presentation: (1) an 
oycrail pro,. - station of the law of torts as it applies to industrial 
espionage and me protection of industrial and trade secrets (Mere, 
tner o oerng little or no Gove-rnmant precodents for such actions we 
must roly on the law as it i* applied to commercial enterprise. ), ” 

• • %i,; iaavin S shown the legal protection now afforded industrial or trade 

• S ': C ~ C T v/e v/i11 tllcn d evelop the : area of law as it certains to the use 
ci employment contracts containing ancillary agreements prohibiting 
mo use of mctuctrial secrets during and subsequent to employment, ° 

c ’* i,a V “ I; v/ ° v/1 ^. s ^ ow ti - a£ is much precedent relative to the 

normal use of injunctive procedures in enforcing and protecting trade 
or ino.uctri.al secrets, whether or net a contract of employment bv 
una employer and employee exists, and that there is even greater 
precedent for granting injunctions whore the public interest, in our 
case me national security, is involved. This will complete the nress: 

ClXCIC'A O'i too. Krt m * n ^ i _ * . . . 


. . . A Aid. li WJL IX coin. 

taticn of the basic legal tool as it is herein envisioned/ Attachment: 


„ ... r Ciiviuwacu. JrVCCC. cameras 

m me norm oz Da sic industrial contracts and termination a-'rocme-^s 
now in commercial use together with, copies of proposed contracts and 
terminate . agreements which might bo implemented by ' PT , _ 0 
omcr interested. components of the. intelligence community Ire lon 0 ---d 
bee A, B, C, D, 32 and F. ' ■ .** 

, . TCgSIBI,S FUTURE SOLUTION; In addition to all of the abov, 

? f a °‘ c l ’’ : -plo-nation. relative to a possible future legal measure wiU 
I! .° VJ ';-; crcb y* Civon the necessary legislation, an employee's retir. 
mem ana /or other benefits might be denied him should. he be found in 
violation of his contract of employment. • ■ 




I T LAVf OF TRADE SECRE TS AS APPT ,IIDP TO I 




A u»ade secret may consist of any formula, pattern, 


/'“Y 

■ A. 
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_ / t ' w3licIvic used in one's business, 

^dv/,ucncxvcs mm an opportunity to obtain an advantage over com- 
. PwkXwO. a v/no do nos know or usa Si:.. & may bo a formula for a cbcmic-'i 

' compound, a process of manufacturing, treating 'or preserving m?-* ~ 
. totals, a pattern for a machine or other device, or list of customers. 

v The ^ e ! iav ® been sev ' oral theories supporting the protection of 
• r aae secrets oy tne courts. Originally, protection was granted to 
u.i„ ov/aex on me oasis tnat the trade secret was a property •••i^ht * 

tT: h °; vever : the confi&aHrt relationship „d*tas betveor. e Aioyei- 
wuu employee is generally considered to be the primary source of oro- 
(.ecuion. i..s 2vlr. justice Holmes stated: x 

ihe starting point for the present matter is not . 

' - pr°P c **ty. or due proceed of law, but that the defendant ’ ' 

• stood in confidential relations with the plaintiffs, or one / 

. or them. These have given place to hostility, and the 

urct thing to be made sure of is that the defendant shall 
not fraudulently abuse the trust reposed in him. . it is the 
usual incident of confidential relations. If there is any** 
disadvantage in the fact that ho knew the plaintiffs' secrets, 
ho iruiCv take the burden, with, the good. 

Thus, essence of the action is the breach of faith, and. therefore 

“v ^ 0i . no im?or£ance that th ® defendant could have gained access to 
tne trace secret by legitimate means if he wished. 3 The various 
coctnnal labels used to protect, however, arc of little importance 
as long as the courts realise the value of trade secrets and «ive tl-m 
y.;us protection. - But this protection is limited, since it is uncucJ- * 
yxo,mmy lawrul to gam possession of a competitor's urmatented nrcduct 
oy proper means and, through inspection and analysis,' create aduoli- 

CcluC* x 


^ln cet o r mining the existence of trade secrets, the courts 
generally look at secrecy and various technical factors. 6 Thc'coub- 
nave not found absolute secrecy to be essential and have usually endor 


X . 


£ o ot not os begin ora 3?u g © 13. 
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Reform of qualified uecrecy. 7 ' However, if the plaint 

; the^uVce of° C - Cd l tbe ^° rrnati ° n ° r 1£ the fr - cts Solved arc 
4 °. J • ° f pU knowledge or gene 1*1 knowledge in the tr-i- 
.hen any right to protection disappears. ° .. . 

„ 0 v/ . C .°^ rtS have al5 ° taken into consideration the extent • 

ZZT* r im ?T atl ° n ma7 b ° pa ' Ti ° f thc ^ploycc* e n arson? 1 
::c ^ Hchthc > «"Ptoy«r cannot prevent him from 

tr.n ":; C Pi ^ biCm has we: °- in the case of Space 

t -°^ uCl - 0 Co. v. II. Jut, p aiding Co. 223 Md. 93 203 A 2d 7* 
cert, denied, 332 U. S. 843 (.MOoPK i . • 74 * 


' - ■' v development ©if the lav/ of trade secrets is a 

*® Smt 0j - bahacin 2 tv ’° conflicting elements essential to 
••• •; our oociety. There id a strong policy favoring free com- 

• U1 ° a; an cm Ployee iif- entitled to use the skill and know!- •. 

cage os Ins trade or profession which he has learned in the 
. ■ course ox his employment,, for the benefit of himself and the 
puolic^ u he coos not violate a contractual or fiduciary ob'i- 
gacion in doing so. . . . On the other hand, in order to o remote ’ 
, me progress of science and the useful arts, the law oro video 

certain protections to an originator. Among these protections 

a.e^he patent and copyright statutes and the law of torts oro- 

v- ■■ umair competition. The law protecting trade secrets 

’ ; xs anoaier protection, 

i Ule , iS , Simph/ tha{ «» employee can use thc sails 

“O learned 4urln S the employment, bat he has a dot,. 

f lff: 3 £n ° S f C * 0£s of Ms *>=»« employee. i0 The role iV 

tnc duiiculty occurs in its application when the 
^mp.oyee s smlis and knowledge are closely interwoven with the cm- 
jylo/o^ z crc.co secrets . 1 . ' ' .. '•/ ■ . • . 

... ; CONTRACTS PBOTBCIPOT T2ADB S2CBETS AH3 VAT,TD-i2 

‘ A ° roco 2 niaes a right of property in trade secrets. lS^s'cvch 
piupcr.y loses its only value if the secret is disclosed, any one who 
acquires knowledge thereof in a confidential capacity, as that of an 
en.pj.oyee, is under an obligation, which equity will enforce, not to 
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dir ::.r~e the secret or ace it for his own advantage, oven if ho 
■.unices no express contract to this effect. **«• ' • 

If nccecearily follows from the recognition of property in 
trade secrets that express contracts which prohibit their disclosure 
by those entrusted with knowledge of them are valid and may be Vs 
bj. k/CCi as is necessary to protect the owner’ from, injury by the dis- 
closure of the secret or its competitive use. Especially, contracts 
.by employees naay restrain them from disclosing secrets of their 
employment, * and. the owner of a secret on celling it, may ef- 
fectively promise not to compete by making use of the process him- 
self or divulging it to others. 10 Indeed, the sale of a secret process 
as such carries with it the implied obligation not to disclose it to 
others. * « : 


been said: "Trade secrets, the names of customers, 
all such things, which in sound philosophical language arc denominated 
0".jv,enva unov/lcago- -tnoso may noli be given . away by a servant; they 
• <x “ e lus master's property, and 'dnsre ia no rule of public interest wircb 
prevents a transfer of them agahuiit the master’s will being restrained." 
on the other hand, a man’s opUfudeo, Ms skill, his dexterity, his 
manual or mental ability- -all those things which in sound philosophical 
language are not objective, but subjective --they may and they ought 
not to be relinquished by a servant they are 'not his master's nr oner tv 
.they arc his own property; they are himself. ‘ There is no public intere: 


aoriiiant or cterilc or 


winen compels the rendering of those thing 

unavailing; on the contrary, the right to use and to expand his powers 
is auvan.ta.gecu 3 to every citizen, and may be highly co for the country 
.a. large." ^ i’nc importance of the distinction thus suggested may be 
conceded, cut it will not solve all difficulties arising from restrictive 
covenants by employees. The objective is frequently so entwineefwith 
me suojcctivc, that as a practical matter, a former employee cannot 
wUujuccivo cxiil m competition with liis former employer with- 
out utilising objective knowledge gained in his old employment. In 
such a case all circumstances must be considered, and unless cx- 

and Reasonable hardship is thereby caused a covenant ex- - 
accca to protect the employer's business should be enforced even 
though the employee is thereby deprived of exerting his subjective ' 
c.cui m a particular direction. . 
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Moreover 


inquiry is .pertinent whether an cm- 


n , . „ ■* i. — — t-.ii cnroio^^v - ^ -j 

couaiaon oi eovclopinr* a hi^h. ce^'^o c-r ^ , . * ,/ ^ 

b™irr y n0t £airly c::act a - r0inic ^ tha£ «« skill sheM net 
' .° w c ‘-° iC1 “ Cw in competition with himself,. If the see— o' '-M 

^ <“nit y *» eucreisc of the ed^s 
1%a ‘ W ° iC nc v/l11 not compete with his old emplover, thc~o 
no reason wliy the promise should bo redded too 'o^occdVo ZuZ 
pu__c/, unu me American decisions support this conclusion. 2t> 


• # Iti£^.'iP^fOg4S AhiD OTHSR RSMIiPIIl'S UNDID!! CCAr^Pnl 


: " a ; i — — . — — a c '* J - 

-; \ '; m * • typical iiiuotrauion of a skilled cra^-Iovoc { i 


•*** r^T <r i 
\J .5. O 


CP 

wilful betrayal ox an employer's secrets is fomid in MirmsoA 
« m S . -o. v. Technical Tape Corp. 21 In thst cacc> Bc ' 

°-° Un<l U . nd ® r a ’‘ Tcchuicai Agreement" not to disclose cd 


Vi-iicr 


. * .u 

O \, / X. X * - 


corporation's, processes to anyone without plaintiff's v 
mu ccnoenc and not to enter .competitive employment for one ycr~ r ~~. 
Icavmg plaintiff's employ. Beyer was one of the most cambM i 

engineers Minnesota Mining and Manufacturing had.' vtZZ? 

, hau access to the precious information which had made 3M's ccllo- 

:'k ^ a0Kin S ta P cc tha undisputed market leaders. Po- tMs -c-m 
*«po r a competitor, found it eewcdW- to _ - 

•' Jf ~r . - — 4 - v '* lu L* < ~> Xxlh c mil il B y/p If b * Qd'O 

o^i, the ~ 


in the course of negotiations between 1 


respecting payer's change of jobs, it was made clear to Mm tV*S~- 
emsuro ox M'o secrets would be a condition of his ouvolo>mncnt'‘' Fc 
was even given a list of "3M Questions" for which ho * 0 ceZZZ, 
answers before leaving for his new employment. It was iw , Zt ^Z 
proven to be the ’’tombmell" which insured plaintiffs £ 

res.gnmg ms position at 3M, h .yer told 3M that he was rm-o- to v-o-’- 
xor a paper company which was in no way a competitor c' d^s ' k 
- xesm, ox tms deception, 3M did not uncover the conspiracy un^i ' 
succor c was reflected in 3!vl's impaired marlw-t uo— -- 

m , CaCCS SUCil as v-l 5 that tllQ employee is aware that he is 
committing a oreach of faith.'.- In the 3M cans, the employee vms 

ECCrCC7 agre ^^ d ‘ a Poctotr^Ioymcnt agreement not 


t present permanent' injunctions are given almost as 

*: >rr7-s r\~*s --U 7. , . . 


ox course when -it has been usee stained that a 


,. 7. „. y “ wv a tsa.de secret has been 

vamn. ihc couren: have shown themselves unwilling 


APPROVED FOR RELEASE 
DATE: AUG 2001 


o 


lAodizy injunctions against trade s.vro* - .. 

;, W a , , — Uo ' — * wneix wio iox'cqv 

X? Cll2 -" 2 '>■'•£ conditions justifying cuch modi'; C n 

r^ A * A " 10 ***** oWa on J ai d, of tCo, 

crovcroy over tho remedy to be rva-^-d ™ . , ~.X 

Gcc ^ ***** before trial, becomes 

?rr*r,~ ““ r f b!lc S c ?,° ru!2 ' ~i£*“a»s Sww Prod=. 

~°* v * milcn-veualicv Co. 24 and A O 

T-on “”o— - r, 25 •' o , ‘ Corp. v. Petroleum 

■*"' " ° tiV * Co - * is that tiie proper remodvip • „ 

p^-nune^i. iujuncaon against further ueo of the ^ 26 nw <. *t 

injunction, taking effect after publication of the secret do-XT*^ ' 

a ? -" i ! ii0 3° -fr** 1=7 everyone 

7" ° 2 j a ° Ground that he is a wrongdoer and h 3 ro" 

f CO fdi i3 - Th ° 00Et ™* moot clearly cndl Xf DSf 

occoad Circuit n Co«’^ri'< p---^ T - - / • 

Co 23 ^ ,.,rh a ‘ ^ 0 *P- V. Universal Slide Fastener 

pC ^ U< f t function is never justified in this situa- 
yi..a U ?°* 8ldl ° tne in ^ rcd P— Y <*ouM be compencated bv 


oama-o .award alone. However, where the wrongful taker obtains 


. , , J ' ^ vv* ou^.uj. raucr c 

. :^:r:;" VC y C art aS a rccult of :iis ?**<>* knowledge ana line 
££ aftCr th f oc «< * - —do public: the Second 

^ ilre7Cr T* GaCC ° ProdG ' Coi -P- 29 tliat an in- 

W.c’V AOr a pcri ° a Cuf21cicnt to the . v/r ongful taker ' 

competitive equality with those who fi-’Gt 1 

hecame. public . This view is shared by a 

yn. u ' 


. , . . ■ — w j **>* ^aOibio azia oner c is 

CU X : ™ n o the use of tho injunctive weapon in Protecting ke nub’ 
vC generally. One of the earliest eases in this area 

Of; r n • 

Pi S' ! . ?* r; 


-aae i.;ccc 


:t al,^ United States Supreme Court Ren; 

<*-i 

‘: ! ,**“ r - 


*: w joined Debs from preventing the dew cf rail tra- 

jr,ry taC pUDliC interest * The federal District Con 

as aa ancillary aid to Government cv-'f"',- . % 
ma jvCw'or so grant injunctive relief to make effective r ^/."P.^X*** 

1: » ^vc^ ydu. W o, fcj^y to the public Uicthh'Tic r 
‘q° U ^ j aw tha ' c th<2 power of a Government agency to 
- U n0t '. e -?v-ecs iy provided by statute, may b 
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r . — Cornrinv ^ - _ 

Scatrain Lines, T rr l?o ^ ws " . > ' ' “* v " > c “ a • v. 

rv . . , . ’ — • • x ' J - ' •"'+ < • *>* a ease xa winch the tt,-,v- - 

_ . . . . -v.. j..^.* .,.Jvv.i.vwucci p .3 gl 'party p'o —-*'•■* fv i*-, 
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ento*eci *nto tuiS 


aay or 


DCtw£en E - L DU PONT DE NEMOURS AND COMP W „ 
(hereinafter called "Employer”), and . ^ a Cor * 


:p oration of Delaware 


CiAici-k. ter canea 


^raployeo”). 


• V\/. j 

-.:;r::2s 

Pr0tGCt ^ ° f ^ ^ or^C £ 

WV.Z22XS, the aforesaid information is vital to the success of Employer's busmess 
Employee tnrou S n ms activities may become acquainted therewith, and may- contribute them 
"O eitnei ° nroush inventions, discoveries, improvements or otherwise; 

■'ployeabyEm^^n wage^a^and for ° f ** 

continue, it is agreed as follows: ' v “ e ^P^yment shall 

, L Unless Employee shall first secure Employer’s written consent. Employee shall no a 

"r " Se ° l , USa au . £ny £lthe ‘ dui ™S subsequent to said employment, any secret 0 - cr 
n.emiai mtormation m Employer of which Employee becomes informed during said eroWr-D 

\v nemer or not developed by Employee, except as required in Employee’s duties to Employer.’ 

2. Employee shall disclose promptly to Employer or its nominee any and all invents- 
discoveries ana improvements conceived or made by Employee durin- U- -W 1 n-' , 

r‘ ^: a ? d t0 e ^ US , meSS or activities of Employer, and assigns and agrees to assign «n Vs 
.AA^eoo *ne*e*n to employer or its nominee; whenever requested to do so by Employe- 1 

Jtad execute any and all applications, assignments or other instruments which 

ceem necessary^ apply tor and obtain Letters Patent of the United States or any foreWcou^W 

!,* yi ? veC " o^WAse^mployer’s interests therein. These obligations shall continue beyo-d 

U ? ® rnpl0yr P ent With aspect to inventions, discoveries and improvements con 

ceivea or made by Employee during the period of employment, and shall be bJidin„ Don Em 
p.oyee s assigns, executors, administrators and other legal representatives. ° 

. , 3 ‘. U ?on termination of said employment, Employee shall promptly deliver to Employe- 

- — epnnu, manuals, letters, notes, notebooks, reports, and all other materials 

^ sa ;; e ^°’- ^°‘ ir ^ £ - K al nature relating to. Employer’s business and which are in the posses- 
siwH or undor mo control of Employee. P 

W!!ESO?/ the ' Pirt!eS W duplicate as of the date 


±s. I. DUPONT DE NEMOURS AND COMPAN’ 
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Employee certifies that 


m returned to E. L du Pont de Nemours* 


and Company all drawings, blueprints, manuals, letters, notes, notebooks, 
ciiiO c*.u othe* n> a ue*> 1 or *a sev/i.o<> Oa. coA*udonotc»JL nature reluming 

to said Company’s business which wore in his possession or trader his con- 
trol. Employes acknowledges his signed Employment Agreement not to use 
or divulge at any time any secret or confidential information of said Company, 
without Company’s consent. ’ . 


Witness; 


EMPLOYEE 


, (SEAL) 


Social Security No.: 


a. L DU PONT DS NEMOURS AND COMPANY 


By. 


. DEPT. 


' APPROVED FOR RELEASE ' \ya'tW^ • V. ' 

; made at bbhWMassachuseb-- ^ 

7 bo -A-^ between SPACE SCIENCES "\ T C - ~ 777 lx '““Vr; — — 1 ■■ o ; March 

7^T37.fi~,'7'3** c *"! -• ‘j _ t ii\ * " ^•** uwuic! G1I iVj ci 3 S3 G 1 ^ l 1 c* ■m*'’*'* ^ 

7 3,.. c --- ov - k — ^ i-ip^oyer"} and ' *«— «t-c..v.^« w ^ 

(**^idti M 


umpicyee"; , 


xn consideration of and as ©art of the r - i„, 

employment (as t-e c ^s «^-> v 7' ^,i - ~ °“ w4 *' s ^“^-^/-nenc or continuati 

<r_i« w w *° c ’ — ^ “*ay Ox too Employee by the 2 ~ n Wo- /x , _ 

tciiows: ‘ •* y ^-“xioys. , xx is agreed 


on or . 


“.' - ° ac £ii inventions , discoveries or imwove-e^s -V’— ----- „ 

coiicetvec or made by the Emoio^e /***»- -vJ‘r"v- **.«-*.* ?* r *° ; Patentable 
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"confidential infcri^^ ro £ ^ d employment, any secret or 
unless he shall first by th3 
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. time as the employer may request? ‘ - e ^“P^yee s employment or at any other ’ 


best efforts to the 

'.gaging in other employment with o777 d "7T .7 7 t.^ :P *° yai *' an ? to re ^ain from 
•:cept with the consent’in writing 7777°' s QuriRff the tena of this agreement. 


w.tii me consent in writing of the Employer. WW4 “ °* k ” is cilJA *f < 

the date writtST &bove^°' * ^ pax1:ies hsve si ^ned this agreement in duplicate 


SPACE SCIENCES, INC, 


Witness ' 


/ ” Employee 
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Oi'o.joceu so sc- di s s cmmit ec. by the Employee relative to laic 
employment with tiao Employer in may way endangers the act 
security or the operations of the Employer, further, chcuit 


may puen dace emanation occur in violation of this contract, the 
employee ncreby assigns all right, title and interest together '’ 
with any royalties and/or remunerations cf any nature which may 
enuro^to the Employee by virtue of said breach to the Employer, 
biiouia any litigation of any kind whatsoever arise cut cf such a 
Violation tno Employee hereby confesses judgment in favor of the 
Employer. This obligation shall continue beyond the termination 
of employment and shall bo binding upon Employee's assigns, 
executors, administrators an d ether legal representatives. 


°2 oa termination cf said employment, for any reason, 
Employee shall promptly deliver to Employer all drawings, maps, 
ciueprints, manuals, letters, notes, notebooks, reports and any 
and all other materials of any nature relating to Employer’s busi- 
ness and v/nieh arc in the possession or under the control of Em- ' 
ployce,. 


iN vv'smiiiibS l/i-iii/itEOE, the parties have signed this 
agreement in duplicate as of the date written or typed in above. 




CENTRAL INTELLIGENCE AGENCY 


Contracting Officer 
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AEC EXPERIENCE WITH THE USE OF RESTRICTED 
. DATA IN CRIMINAL PROCEEDINGS 


Restricted Data i a a separate security category relating to 
information concerning, among other things, the design, manufac- 
ture and utilization of atomic weapons and the production of special 
nuclear material. The category was created by Section 10 (b) (1) 
of the Atomic Energy Act of 1946, and is defined in Section 11 w. of 
the Atomic Energy Act of 1954, 42 U.S, C.A. Sec, 2014 (w), as: 

"...all data concerning (1) design, manufacture 
or utilization of atomic weapons, (2) the pro- 
duction of special nuclear material, or (3) the 
use of special nuclear material in the production 
of energy, but shall not include data declassified 
or removed from the Restricted Data category 
pursuant to Section 142. " 

Unlawful disclosure or receipt of Restricted Data is subject to severe 
criminal penalties, Sections 221 et seq. , 42 U. S. C. Sec. 2271 et seq. 

. The principal AEC experience with the use of Restricted Data 
is criminal proceedings occurred in the atomic bomb espionage cases. 
United States v. Julius Rosenberg, et al, 195 F.2d 583 (CA. 2) tried in 
S.D. N. Y, in 1951. In these cases which involved Julius and Ethel 
Rosenberg, Harry Gold,. Morton Sobell, and David Greenglass, the 
AEC was shown the proposed original indictment. Then the proposed 
original indictment was made more specific and was again shown to 
AEC so that it could propose deletion of any statements of security 
interest. 

In the trial itself the problem of the use of Restricted Data 
arose m connection with certain Government exhibits involving the 
description and operation of the Nagasaki-type bomb and the testimony 
of David Greenglass regarding one exhibit. These exhibits constituted 
Restricted Data within the meaning of Section 10 b (I) I of the Atomic 
Energy Act of 1946. ' 
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,The use of this evidence was essential to the successful 
prosecution of the Government's case. Before the Rosenberg 
trial, the Department of Justice requested that the Commission 
consider declassifying this Restricted Data contained in Greenglass' 
confession so that the confession could be used in the trial. The 
Commission agreed to this request with the following reservations: 

Although the AEC has agreed to the public disclosure 
at the trial of certain information which we understand 
is needed in the successful prosecution of the case, we 
have not officially declassified this data. Its actual 
use at the trial would operate as a declassification but 
we are anxious that no inference be drawn that anything 
has been released other than the specific information 
actually used at the trial. 

It is also requested that drawings, sketches, or docu- 
ments introduced as evidence at the trial not be made 
available to the public insofar as possible. We suggest 
that these drawings, etc. , not be blown up so as to 
make them subject to being reproduced by the public 
in attendance at the trial. 

Several exhibits were declassified and were admitted into 
evidence along with Greenglass' testimony in regard to one of them. 
After hearing both counsel in regard to this exhibit and the related 
testimony, Judge Kaufman ordered, in the interest of national 
defense, that the court room should ^e cleared, and the exhibit and 
testimony concerning it be impounded. Greenglass 1 testimony was 
given in the presence of the court, counsel, defendants, jury and 
new 1 smen only. The exhibit was made available only to the court, 
counsel, defendants and jury. This introduction into evidence of the 
exhibit and the testimony thereon operated as a declassification of 
the document., although similar information in other documents is 
still classified. The exhibit and the testimony thereon were im- 
pounded by Judge Kaufman, not because they were classified, but 
because be felt that their release would not be in the best interests 
of National Security. 
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In S tates v. Union Carbide and Carbon , criminal 

action number 11, 678 in U. S.D.C. of Colorado, a criminal 
antitrust proceeding, the problem of the use of Restricted Data 
was encountered* In this instance its use was in aid of the 
defendants, accused of conspiring to monopolize the vanadium 
market in the Colorado plateau area and to fix vanadium prices 
between 1933 and 1946. The defense was to be that some, if not 
all, of the actions complained of were taken as a result of the 
atomic bomb project urging the defendants to carry on the work 
for it in World War II. 


j In thit. case, an indictment handed down in 1946 was changed 

to a criminal information in 1948, and the case was tried in 1957. 

The defendants from the outset contended that security would prevent 
their making a defense to the indictment. The Commission advised 
that, in their opinion, no serious security problems were involved but 
stated that it was prepared to cooperate with the parties with respect 
to procedures for security review of evidence and would consider 
applications for security clearance of all counsel to permit access to 
classified information in possession of the Government which might 
be required in preparing and conducting a defense of the case. 
Arrangements were subsequently made for the security clearance of 
counsel on both sides, secretarial employees, the District Court 
personnel and for the establishment of facilities for the storage of 
classified documents. At the request of the Department of Justice 
and the defendants, a large number of classified documents were 
reviewed and declassified by AEC. All material up to, but not 
subsequent to, the criminal information was made available. 
Declassification was continued up to the time of trial. 

General Leslie Groves, Chief of the World War II atomic 
bomb project was the first witness called by defense. After pre- 
liminary questions, the defense demanded release of the classifica- 
tion in order to prove its case. After a conference with counsel, 
the judge ruled the evidence to be inadmissible on the grounds of 

relevancy. AEC furnished a classification officer throughout the 
trial. 


June, 1961 
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September, 1966 


STATUTES UTILIZED IN PROTECTING STATS SECRETS 


18 USC 793 

•? 18 USC 793 provides that any unauthorized person, who, 

for the* purpose of obtaining information respecting the national 
defense with intent or reason to believe that such information is 
to be used to the injury of the United States or to the advantage of 
a foreign nation, 

(a) Copies or attempts to copy 

(b) Receives or attempts to receive 

(c) Transmits or attempts to transmit 

such information shall be fined not more than ^10, 000 or imprisoned 
for more than ten years or both. Additionally, 18 USC 793 provides 
that any person having lawful possession of such information, and who 
through gross negligence permits the same to be removed, or having 
knowledge of such an unauthorized removal fails to report' the same, 
shall be fined and/or imprisoned as set forth above. 

Cases: 

Gorin v.. U. S. , Cal. 1941, 6lS.Ct. 429, 312 U.S. 19, 8b 
L. Ed. 488, rehearing denied 61 S. Ct. 6.17, 312 U.S. 713, 85 L. Ed 
1144, 

U.S. v, Coplon, D.C.N. Y. 1950, 88 F.Supp. 921. 

U.S. v. Abel, C.A.N.Y. 1958, 258 F. 2d 485, affirmed 
80 S. Ct. 683, 362 U. S. 217, 4 L. Ed. 2d 668, rehearing denied 
80S. Ct. 1056, 362 U.S. 984, 4 L. Ed. 2d 1019. 

U.S. V. Soblen , C.A.N.Y. 1962, 301 F.2d 236, certiorari 
denied 82 S. Ct. 1585, 370 U.S. 944, 8 L, Ed. 2d 810. 
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18 USC 794 


• 18 USC 794 provides that whoever, with intent or reason to 
elieve that it is to be used to the injury of the United States or to 
the advantage of a foreign government, transmits or attempts to trans- 
mit, to any such foreign government or a representative thereof, any 
document or related material pertaining to the national defense shall 
be punished by death, or by imprisonment for a term of years or for 
life.. 18 USC 794 also provides that whoever, in time of war, with 
the. intent that the same be communicated to the enemy, attempts to 
elicit, information regarding United States military matters shall be 
punished as set forth above, or whoever conspires to violate this 
section and one or more such persons do any act to effect the object 
of the conspiracy, they shall be punished as provided above. 

Cases: 

U.S. V. Rosenberg, C. A.N. Y. 1952, 195 F. 2d 583, certiorari 
denied 73 S. Ct. 20, 21, 344 U.S. 838, 97 L. Ed. 652, 687 rehear in* " 
denied 73 S. Ct. 134, 180, 344 U.S. 889, 97 L. Ed. 652, 687, rehearing 

denied 74 S. Ct. 860 , 347 U.S. 1021, 98 L. Ed. 1142, motion denied 

78 S. Ct. 91, 355 U.S. 860, 2 L, Ed. 2d 67. 

irf. * • Y* Sobell, C, A. N. Y« 1963, 314 F. 2d 314, certi or ari 

denied 83 S. Ct. 1906, 374 U.S. 857, 10 E. Ed. 2d 1077. 

U.S. v. Coploa, C.A.N.Y. 1950, 185 F. 2d 629, 28 A.L.R. 

2d 1041, certiorari denied 72 S. Ct. 362, 342 U. S. 920, 96 L. Ed. 688. 


18 USC 798 

18 USC 798 provides that whoever knowingly and willfully 
communicates or otherwise makes available to an unauthorized 
person, or publisher, or uses in any manner prejudicial to the 
safety or interest of the United States or for the benefit of any 
foreign government any classified information relating to cryptog- 
raphy or communications intelligence shall be fined not more than 
$10, 000 or imprisoned not more than ten years or both. 

Case: 

United States v. Joseph Sidney Petersen, Jr., Criminal No. 
3049, E.D.Va., Jan 4, 1955. 
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18 USC 2071 

18 USC 2071 provides that whoever willfully and unlawfully 
conceals, removes, mutilates or destroys or attempts to do so, or 
who with such intent takes or carries away any document or other 
thing filed or deposited with any clerk or officer of any court of the 
United Spates or in any public office shall be fined not more than 
,,$2, 000 or imprisoned not more than three years or both. Or, who- 
ever having custody of such document or thing willfully and unlaw- 
fully conceals, removes, destroys or falsifies such document or thing, 
shall be punished as set forth above. 

Case: 

U.S, v. Coplon , SSF.Supp. 912. Coplon v. U.S., 1951, 

191 I‘ . 2d 749, 89 U. S. App, D. C. 103, certiorari denied 72 S. Ct. 

363, 342 U.S. 926. 96 L. Ed. 690. 


42 USC 2280 

42 USC 2280 provides that whenever in the judgment of the 
Atomic Energy Commission any person has engaged or is about to 
engage in any acts or practices which constitute or will constitute a 
violation of any provision of the Atomic Energy Act of 1954, as amended, 
or any regulation or order issued thereunder, the Attorney General 
on behalf of the United States may make application to the appropriate 
court ior an order enjoining such acts or practices, or for an order 
enforcing compliance with such provision, and upon a showing by the 
Commission that, such person has engaged or is about to engage in any 
such acts or practices, a permanent or temporary injunction, re- 
straining order, or other order may be granted. 


50 USC 783(b) 


50 USC 783(b) provides that it shall be unlawful for any 
c ’^E‘ cei ' 0j - employee of the United States or of any department or 
agency thereof, or of any corporation the stock of which is owned 
in vnole or in major part by the United States or any department 
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or agency chereox, to communicate in any manner or by any. means, 
to any other person whom such officer or employee knows or has 
reason to believe to be an agent or representative of any foreign 
government or an officer or member of any Communist organization, ' 
any information of a kind which shall have been classified by the 
President (or by the head of any such department, agency or corpora- 
tion with the approval of the President) as affecting the security of 
.the United States, knowing or having reason to know that such informa- 
tion has been so classified, unless such officer or employee shall have 
been specifically authorized by the President, or by the head of the 
department, agency or corporation by which this officer or employee is 
employed, to make such disclosure of such information. 50. USC 783(d) 
provides a penalty of a $10, 000 fine or ten years in prison or both for 
a violation of 50 USC 783(b). 

Case: 

Scarbeck v. U. S. , C.A.D.C. 1962, 317 F. 2d 546, certiorari 
denied 83 S. Ct. 1897, 374 U. S. 856, 10 L. Ed. 2d 1077. 

' 5 USC 831 1 - 8322 


5 USC 8311-8322, the Hiss Act, was originally passed in 1954 
and was subsequently amended in 1961. Section 8311 sets forth the 
definitions to be used, section 8312 provides for the barring of pay- 
ments or annuities following conviction under certain criminal statutes 
(including but not limited to the espionage laws), and sections 8314 
and 8315 provide for the loss of annuities or retirement for refusal to 
testify or produce records and for false statements or the concealment 
of facts in employment applications. The rest of the sections, running 
through 8322, merely provide for the implementation of the Act. The 
Act has never been found to be unconstitutional. 


With regard to section 8315 (formerly 5 USC 2283), making 
false statements or concealment of facts in employment applications, 
the Uniced States Court oi Claims on 22 January 1965 in the case of 
Gurrott v. United States, 340 Fed. 2d 6 15, sustained a summary 
judgment by a former post office employee to recover annuities. The 
Court held tnat the former employee, who had been. discharged on 
account of reasonable ground for belief of disloyalty, was entitled to a 
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trial-type hearing in proceedings to terminate his annuity rights 
on the ground that he had made false statements and had concealed 
material facts relating to his affiliation with the Communist Party. 

he Court, further held that a federal agency cannot, without per- 
mitting cross-examination and confrontation of adverse witnesses, 
take detrimental action against a person's substantial interest on ' 
loyalty or security grounds, unless, at least, the Congress or the 
President has expressly authorized lesser procedure. 

In effect then, the Court has held that where there is a 
substantial (monetary) interest, the Government employee cannot 
be denied his annuity or retirement without being first granted a 
trial-type hearing. 


APPROVED FOR RELEASE 
DATE: AUG 2001 



APPROVED FOR RELEASE 
DATE: AUG 2001 


September, 1966 



THE TOTTEN DOCTRINE: FOUR CASES ENUNCIATING THE RULE 
THAT PUBLIC POLICY FORBIDS LITIGATION" OF MATTERS 
ALLEGEDLY ARISING OUT OF "SECRET SERVICES" FOR THE 
GOVERNMENT. 


In. 187 6 the United States Supreme Court enunciated the doctrine 

that the very existence of a contract for secret services (spying) was 

' * 

secret and that public policy precluded any action tor the enforcement 

of such a contract* Totten v. U» S , (187 6) 92 U 105 23 L # Ed* 605 

23 Lj 9 iivd 0 605 11 Cto of Cls. 182 0 Justice Field -stated in cogent part: 

The service stipulated by the contract was a secret 
service; the information sought was to be obtained clandestinely, 
and was to be communicated privately; tine employment and the 
service were to be equally concealed.. Both employer and agent 
must have understood that the lips of the other were to be for- 
ever sealed respecting the relation of either to the matter. This 
condition of the engagement was implied from the nature of the 
employment, and is implied in all secret employments of the 
Government in time of war, or upon matters affecting our foreign 
relations, where a disclosure of the service might compromise or 
embarrass our Government in its public duties, or endanger the 
person or injure the character of the agent. If upon contracts of 
such a nature an action against- the Government oo uld be maintained 
in the Court of Claims, whenever an agent should deem himself 
entitled to greater or different compensation than that awarded to 
him, the whole service in any case, and the manner of its 
discharge, with the details of dealings with individuals and ♦ 

officers, might be exposed, to the serious detriment of the 
public* A secret service, with liability to publicity in this way, 
would be impossible; and, as such services are sometimes 
indispensable to the Government, its agents in those services 
must look for their compensation to the contingent fund of the 
department employing them, and to such allowance from it as 
those who dispense that fund may award* The secrecy which such 
contracts impose precludes any action for their enforcement* The 
publicity produced by an action would itself be a breach of a contract 
of that kind, and thus defeat a recovery* 
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From 1876 to 1954, three cases similar to the Totten case 
were dismissed by the Court of Claims in reliance wholly or in part 
on the Totten doctrine. These are: Allen v. U. S, (1892) 27 Ct. Cl. 89; 

DeArnaud v. U. 5. (18.94) 151 U. S. 483, 38 L. Ed. 244 14, S. Ct. 374, 
affirming 26 Ct. Cl. 370 (1891); and Tucker v. U. S. (1954) 127 Ct. Cl. 
475, 118 F. Supp. 371. 

In dismissing the claim of Allen, the Court of Claims held 
that it had no jurisdiction to readjudicate a claim that had been rejected 
by the War Department and was also barred by the Statute of Limita- 
tions; however, another reason given for dismissal was that, under 
Totten, the claim being for services as a spy was such that investi- 
gation of it was against public policy. While the Court of Claims dis- 
missed DeArnaud' s case because it came within the ruling of Totten, 
the Supreme Court (which affirmed th'e dismissal) limited its opinion 
to the narrow points that payment and the Statute of Limitations both 
barred the claim. The services of both Allen and DeArnaud had been 
performed under contract with General Fremont; in the most recent 
case, that of Tucker v. U. S », the secret services, as in the Totten 
case, allegedly were performed under contract with the Pi-esident of 
the United States. Tucker's claim was dismissed solely on reliance 
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In the following cases, none of which involves "secret 

service, " the Totten doctrine has been cited with approval for the 

testimonial privilege of the government, or an agency thereof, to 

prevent the disclosure of confidential communications which, on 

grounds of public policy, it is entitled to resist: 

Foltz Vo Moore McCormack Lines, Inc. (1951) 189 F.2d 531 
Greene v, McElroy (1958) 254 F 2d 944 
Halpern v. U. S. (1958) 258 F 2d 36 

Jencks v. U. S. (1957) 353 U. S. 657, 1 L» Ed. 2d 1103, 77 S. 

Ct. 1007 

Krumin v. Brucknes , (1930), 255 111. App. 503 

N. L. R.B. v. Capitol Fish Co. (1961) 294 F 2d 868 (U. S. C. A. 

5th Cir) 

Pollen v. Ford Instrument Co. (1939) 26 F» Supp. 583 
Pollen & Isherwood v. U, S. (1937) 85 Ct. Cl. 673. . 

U. S. v. Reynolds (1953) 345 US 1, 73 S. Ct. 528, 97 L. Ed. 727 
Sirnonsen v. Barth et al (1922) 208 P. 938, 64 Mt. 106 
Sperandeo v. Milk Drivers &c Dairy Emplo yees Local Union 
No. 537 (1964) USCA 10, rehearing denied (1965) 

Ticon Corporation v. Emerson Radio & Phonograph Corporation 
(1954) 206 N.Y. Misc. 727, 134 N. 77 S. 2d 716 * * 

Timken Roller Bearing Co.'y.^U, S . (1964) 38 FRD 57 USDCND 
’ Ohio E,D 0 

U. S. V. Certain Parcels of Land et al, USDC SD Cal. Cen Div. 
(1953) 15 FRD 224 ~ “ 

See also: 


32 ALR2 393n Privileged Communications 

8 Wigmore Evidence, 3rd ed. 1940, s2378a. State and Official 
Secrets at p. 794 

Governmental privilege against disclosure of official information 
in Federal cases 95 L. Ed. 418 et seq. 

"Constitutional Law: The People's Right to Know" by Thomas C. 

Hennings, Jr. (US Senator from Missouri) ABA Journal Vol. 45 
(Jul 1959) p. 670 
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